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“By using computers to make the system more accessible, lawyers can increase public
satisfaction with the system and with all those — including lawyers — who work in it. . . Another
area in which computers can be helpful is making all of us not only more efficient lawyers, but
more competent lawyers,.: “[OJne of the saddest things about a judge’s job is seeing possibly
meritorious cases lost because of lawyer error . . .. naturally, no computer can make a
competent lawyer out of an incompetent one. But technology can help keep otherwise good
lawyers from making mistakes . . what really is important is that the organized Bar . . .

aggressively seek out newer and better ways of doing things.”

- Justice Sandra Day O’Connor, Dec 1993 Arizona Attorney.
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1 Executive Summary

The strategy surrounding artificial intelligence semiconductors has drastically
altered relations between the U.S. and China, solidifying the technology as a
key point, with government intervention playing a significant role in global sup-
ply chains. Currently, export controls around semiconductors are the most
restricted in history, specifically targeting China’s access to A.I. chips and man-
ufacturing equipment. China has responded with large state-led investments of
over $300 billion to become self-sufficient, only further fueling this rivalry with
the U.S. Some export controls in international trade include dual-use technology
with applications both among civilians and in the military. Examples include
computing hardware or encryption software; materials controls and specialized
chemicals; military equipment restrictions on weapons; and new technology con-
trols targeting biotechnology, artificial intelligence, and quantum computing.
These controls work via licensing requirements placed on exporters, end-user
verification processes, new thresholds for technical specifications, and country-
specific embargoes and trade restrictions. The effectiveness of these systems
is dependent on international cooperation, which fluctuates greatly from na-
tion to nation. International law controls and regulates export controls through
a number of mechanisms. These include international treaties and alliances
creating binding obligations between state parties; multilateral export control
regimes like the Wassenaar Arrangement or the Nuclear Suppliers Group; res-
olutions by the United Nations Security Council restricting trade in emerging
technologies; and bilateral trade agreements between nations concerning tech-
nology trade. Here, some of the guiding principles include state sovereignty in
implementing new restrictive controls, the non-proliferation of nuclear weapons,
the harmonization of control lists and procedures, and information sharing and
cooperation by all participating states. However, enforcement has been difficult
because of jurisdictional problems, varying national interpretations of new rules,
and the constantly unmet need for consistent global standards.



2 Strategic Importance

2.1 Technical Overview
2.1.1 AI Chip Architecture and Capabilities

A1 semiconductors represent a significant departure from traditional CPU ar-
chitectures through their specialized design for parallel processing and matrix
operations essential to machine learning workloads. These chips include Graph-
ics Processing Units (GPUs), Tensor Processing Units (TPUs), Neural Pro-
cessing Units (NPUs), and Application-Specific Integrated Circuits (ASICs),
involving immense parallelism of multiply-accumulate functions to accelerate
deep learning training and inference tasks. Further, GPUs remain dominant
in training large-scale A.I. models due to their ability to handle thousands of
concurrent calculations, while NPUs excel in energy-efficient edge A.I. infer-
ence by optimizing low-precision computations (e.g., INT8, FP16).12 Heteroge-
neous integration architectures, such as AMD’s MI300X, combine CPUs, GPUs,
and NPUs within a single package to balance diverse computational demands.?
Memory bandwidth innovations are equally critical; High-Bandwidth Memory
(HBM3) stacks deliver over 1 TB/s to mitigate data bottlenecks in large lan-
guage models like GPT-4.# Furthermore, A.L chips achieve 2-5 times better
performance per watt than general-purpose processors, enabling deployment in
power-constrained environments from data centers to IoT devices.!? Emerging
architectures include neuromorphic chips that mimic biological neural networks
to achieve real-time sensor processing and photonic designs using light-based
computation, though the latter remains experimental.®?

2.1.2 Manufacturing Processes and Requirements

The production of advanced A.I. semiconductors hinges on sub-7nm process
nodes, demanding unprecedented precision in fabrication technologies. Extreme
Ultraviolet (EUV) lithography, operating at a 13.5nm wavelength, is indispens-
able for etching sub-10 nm features, yet ASML of the Netherlands holds a near-
monopoly on EUV scanner production—equipment now restricted for export to

IEllen Glover, “AI Chips: What Are They?”, 2025, https://builtin.com/articles/ai-chip

2Mesh Flinders and Ian Smalley, “What is an A.I. chip?”’, IBM Think, 2024,
https://www.ibm.com/think/topics/ai-chip
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5Sudipto Das, “Al and Semiconductors: Fueling Each Other’s Evolution”, n.d.,
https://www.questglobal.com/insights/thought-leadership/ai-and-semiconductors-fueling-
each-others-evolution/



China under U.S. and Dutch trade controls.®” This technological asymmetry
exacerbates supply chain vulnerabilities, particularly as China’s SMIC strug-
gles to replicate 7Tnm capabilities using older Deep Ultraviolet (DUV) tools.%
Advanced packaging techniques like 3D stacking (e.g., TSMC’s CoWoS and In-
tel’s Foveros) integrate multiple chiplets into single units, improving thermal
management and interconnect density.*> Material science innovations are tran-
sitioning substrates from silicon to gallium nitride (GaN) and silicon carbide
(SiC) for higher thermal stability and electron mobility.” However, manufactur-
ing yields remain a critical challenge; defect tolerance below 5% at 3nm nodes
inflates production costs by 30-50%, compounded by the complexity of multi-
patterning techniques.” These constraints intensify geopolitical dependencies,
as China relies on foreign equipment for 85% of its advanced chip production
despite aggressive domestic investment.5

2.1.3 Key Players and Market Dynamics

Market dominance in the A.I. semiconductor sector is highly concentrated, with
the top 5% of companies—Nvidia, TSMC, Samsung, ASML—generating over
90% of the industry’s economic profit as of 2024.%% Nvidia controls approx-
imately 80% of the global A.I. GPU market, underpinned by its H100 and
Blackwell architectures optimized for data center workloads; its Q1 2024 prof-
its increased 769% year-over-year despite U.S. export restrictions on China.
Further, TSMC, the world’s largest foundry, manufactures around 90% of ad-
vanced logic chips, including Nvidia’s GPUs and Apple’s processors, leveraging
its 3 nm process node and CoWoS packaging technology to command a 62%
foundry revenue share.%® Equipment suppliers like ASML, Applied Materials,
and Lam Research collectively control 75% of the semiconductor manufacturing
equipment (SME) market, with ASML’s EUV lithography tools representing an
irreplaceable bottleneck for cutting-edge fabrication.®

Additionally, geopolitical tensions are reshaping supply chains: the U.S.
CHIPS Act grants totaling $39 billion aim to onshore production through in-
vestments in TSMC’s Arizona fab and Intel’s Ohio facility, while China’s $47.5
billion state fund accelerates SMIC’s development of mature-node chips.® In-
novation frontiers include chiplet ecosystems using the Universal Chiplet Inter-
connect Express (UCle) standard and quantum-AI hybrids, though both face
scalability hurdles. China is aggressively investing in its semiconductor capa-
bilities through initiatives like the “Made in China 2025” roadmap and the
establishment of a $47.5 billion state investment fund, which aims to enhance
domestic capabilities and achieve self-sufficiency. The A.I. chip market’s pro-
jected growth to $263.6 billion by 2031 underscores its strategic centrality to
global technological competition.*

S Ahmad Helal, “Global Semiconductor Industry Trends, Key Players & Geopolitics”,
2024, https://infomineo.com/technology-telecommunication/global-semiconductor-industry-
trends-key-players-geopolitics/
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2.2 National Security Implications

Semiconductors are the beating heart of modern militaries around the world.
Today, all major U.S. defense systems rely on semiconductors for performance
ranging from basic communications to advanced early warning radars. Dom-
inance in this field of technology will prove critical in the coming multipolar
military struggle of an increasingly complex geopolitical landscape. As warfare
shifts from the steaming pistons of the assault rifle to the highly digitized world
of information and data, superiority in this theater will determine the outcomes
of wars and, with it, whether policies shall end in glory or in failure.

2.2.1 Military Applications

Radar systems are one of the many platforms almost completely dependent on
semiconductors. Modern active electronically scanned array (AESA) utilizes
thousands of transmit receive modules (TRMs), which are tiny semiconductor
devices, to track moving targets and provide battlefield awareness to deployed
assets in the region.® These are outfitted on U.S. Navy AWACS early warning
aircraft like the E-2 Hawkeye, which is a standard complement on aircraft car-
riers to enhance spatial awareness of other carrier-based airborne assets. Air
systems like these serve as eyes in the sky for any friendly deployed air units,
from fighters to bombers, delivering unmatched surveillance that enables pi-
lots to maintain acute awareness of potential threats and take active measures
to reduce their potency. Recent advances in Gallium Nitride (GaN) technol-
ogy have further enhanced this capability, being able to produce higher power
output with greater efficiency and thermal tolerance than traditional silicon
and gallium arsenide components, which allows aircraft radars to achieve longer
range, higher resolution, and greater reliability without large cooling equipment.
These radars can be found in all branches of the U.S. military, from the Army’s
LTAMDS tracking systems, to naval and air force aircraft like the F-35 and
F-15 EX.? In all cases, continued advances in semiconductor technology result
in better resolution, range, and multipurpose functional flexibility for the U.S.
armed forces.

Missiles and precision-guided munitions are another military field heavily
dependent on semiconductor technology. Guidance units usually include in-
ertial measurement units (IMUs) built onto GPS receivers and onboard flight
computers that process sensor inputs to adjust course. As missiles must en-
dure extreme acceleration and high temperatures (especially in hypersonic glid
vehicles), their electronics must be built to withstand extreme environmental
pressures. There is a growing trend to apply wide bandgap semiconductors
like Silicon Carbide (SiC) in missile electronics due to their high temperature,

8Sujai Shivakumar, Julia Yoon, and Tisyaketu Sirkar, “Gallium Nitride: A Strategic
Opportunity for the Semiconductor Industry”, 2024, https://www.csis.org/analysis/gallium-
nitride-strategic-opportunity-semiconductor-industry

9Gary Elinoff, “Wide Bandgap Semiconductors: Key for Modern Military Technol-
ogy”, 2025, https://www.electropages.com/blog/2025/05/wide-bandgap-semiconductors-key-
modern-military-technology



voltage, and current toleration. This makes them ideal for controlling fin ac-
tuators and motor drives in missiles.” Missile seekers, from radar to laser, also
rely on specialized semiconductors. Active radar seekers ( on certain air-to-
air and surface-to-air missiles) use miniature AESA. Imaging infrared seekers
(ITR) employ semiconductor detector grids paired with signal processing chips
that use algorithms (increasingly A.I.) to identify targets against background
residual heat signatures. Another aspect is radiation-hardened electronics for
intercontinental ballistic missiles (ICBMs) and nuclear-capable systems. The
guidance system on missiles designed to deliver nuclear payloads must with-
stand prolonged exposure to radiation and cosmic rays when the warheads exit
the atmosphere. Hence, these systems use radiation-hardened microprocessors
and memory storage to ensure reliability throughout the warhead delivery pro-
cess.

Beyond the hardware roles of semiconductors, advanced chips also serve
as the working brains behind software-based capabilities. Specifically, artifi-
cial intelligence and machine learning are emerging as critical force multipliers
with their increasingly frontal deployment spurring demand for rugged, high-
performance A.l. processors that can be integrated with forward drone recon-
naissance and robotics units. A prime example of this is the U.S. Army’s new
Artificial Intelligence Processor (AIP) introduced by Leonardo DRS. This is
a battlefield computing system designed to deliver powerful A.I. capabilities
to active combat zones like threat detection and sensor fusion, to Army com-
bat vehicles like the Bradley and Stryker.!® A.IP units can absorb large data
streams from data-collecting assets and apply A.l. algorithms to identify tar-
gets, all while resisting extreme environmental conditions. The Department of
Defense is also investing in next-generation microchips for A.I. through agen-
cies like DARPA via their OPTIMA (Optimum Processing Technology Inside
Memory Arrays) Program, which aims to create new chip architecture capa-
ble of running A.I. algorithms with greater energy efficiency.!! This is aimed
at providing forward-deployed units with data computing capabilities and syn-
chronizing data collection across a multitude of domains entirely offline without
needing to reach back to data centers.

2.3 Economic Impact
2.3.1 Supply Chains

The semiconductor supply chain is one of the most complex and geographically
fragmented production networks in the global economy. No single economy
can autonomously control the industry with over 500 discrete production stages

10Steve Vather and Michael Mount, “Leonardo DRS Launches Next Gen-
eration A.I. Processor to Give Warfighters Greater Tactical Edge”, 2025,
https://www.leonardodrs.com/news/press-releases/leonardo-drs-launches-next-generation-a-
i-processor-to-give-warfighters-greater-tactical-edge /

HPpatrick Tucker, “Military Funding New Chip Designs for the A.I. Era”, 2024,
https://www.defenseone.com/technology/2024/03/military-funding-new-chip-designs-ai-
era/394749/



involved, and components required to cross over 70 international borders be-
fore reaching final consumers.'? Disruptions, or “single points of failure”, at
any critical point will propagate throughout the global economy and technology
ecosystem. This is because there are more than 50 points across the semicon-
ductor value chain where one region holds more than 65% of global market
share.!?

The fragile nature of concentrated supply chains proved evident in recent
disruptions. The global semiconductor shortage has cost industries worldwide
hundreds of billions, resulting in significant economic losses as a consequence
of increased delay costs, stock unavailability, production shutdowns, and excess
supply.'* As it is known, these supply shocks were then passed down to the
consumer in the form of higher prices. This compromises the downstream com-
petitiveness of every U.S. manufacturing industry dependent on semiconductors,
leading to increased household costs and slowdowns in economic growth. This
is since the price of information and communication technology (ICT) goods is
considerably elastic and decreases consumption, which would lead to a decline
in the U.S.’s capital stock of productivity and innovation-enhancing ICT equip-
ment. Thus, the lack of supply chain resilience would threaten not only the
American economy but also the future of A.I. and the data centers that sustain
U.S. A.L leadership. Figure 1 illustrates the intuition of this reasoning:

A /,)0
%

Figure 1: Theoretical Example - Transmission Channels of a Productivity Shock

12Akhil Thadani and Gregory C. Allen, “Mapping the Semiconductor Supply Chain:
The Critical Role of the Indo-Pacific Region”, 2023, https://www.csis.org/analysis/mapping-
semiconductor-supply-chain-critical-role-indo-pacific-region

13 Semiconductor Industry Association, “Strengthening the Global Semiconductor Supply
Chain in an Uncertain Era”, 2025, https://www.semiconductors.org/strengthening-the-global-
semiconductor-supply-chain-in-an-uncertain-era/

MKathryn Ackerman, “The Biggest Challenge Impacting the Semiconductor Industry To-
day: Supply Chain Disruptions”, 2025, https://sourceability.com/post/the-biggest-challenge-
impacting-the-semiconductor-industry-today-supply-chain-disruptions



The Trump administration has suggested plans to impose semiconductor
tariffs at 25% and north over the course of 2025.1% Econometric modeling sug-
gests that implementing comprehensive tariffs on semiconductor imports would
impose severe macroeconomic costs. Let Y; denote U.S. GDP in year t, and 7
the ad valorem tariff rate (25% as the baseline). The GDP growth reduction
is derived from a dynamic general equilibrium (DGE) model, accounting for
direct cost-push effects on downstream industries, reduced business profit mar-
gins, and trade diversion inefficiencies from distorted comparative advantage.
The cumulative GDP loss over a 10-year horizon (t=1,...,10) can be expressed
as:

10 10
AY = Z(Ytb —Y,") ~ 0.76% x Zy;b
t=1 t=1

A sustained 25% tariff on semiconductor imports would suppress U.S. GDP
growth by 0.76% in year 10. Under conservative assumptions, this translates
to a cumulative loss of $1.4 trillion (2025 USD, NPV-adjusted) or 4.8% of U.S.
GDP. This translates to around $4.2k per American.

—— Baseline GDP
— = With 25% Tariff

2026 2028 2030 2032 2034

Figure 2: Cumulative GDP Loss from 25% 7 (2025-2035)

The 0.76% GDP decline is non-linear; marginal losses accelerate with higher
tariff (7) (convexity in AY (7)).
Conversely, regionalization of semiconductor supply chains necessitates:

o Capital expenditures (CapEx): I cgionat = Igiobar + AL, where AL ; $1
trillion.

e Price effects: Scale diseconomies and labor-cost differentials induce a price
premium ¢

Pregional - Pglobal
Pglobal

¢ =

€ [0.35,0.65]

15Betsy Reed, “Trump Tariffs Foreign Cars, Semiconductor Chips”, 2025,
https://www.theguardian.com/us-news/2025/feb/18 /trump-tariffs-foreign-cars-
semicondutor-chips



Pursuing complete supply chain regionalization would require over $1 tril-
lion in upfront investment, inflating global chip prices by 35-65%.'% With the
disruption of global semiconductor supply chains, we would consequently find a
global GDP decline and thus a global welfare loss.

2.3.2 Market Size & Growth Projections

The global semiconductor market reached $700.9B in 2025, representing an
11.2% year-on-year increase from 2024’s $627.6B in sales.'® This growth tra-
jectory positions the industry on track to achieve the anticipated $1 trillion
milestone by 2030, which requires only a CAGR of 7.5% between 2025 and
2030. Regional growth patterns demonstrate significant geographical concen-
tration with the Americas leading at 18% growth and Asia Pacific at 9.8%.6
Semiconductor companies are projected to allocate $185B to CapEx in 2025
to expand manufacturing capacity by 7%.'7 The market is forecasted to grow
8.5% in 2025, reaching $760.7B.
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Figure 3: Global Semiconductor Market Size Projections

2.3.3 Employment, Innovation, & Long-Term Growth Effects

We can estimate long-term economic impact using Romer’s Endogenous Growth
Theory, which establishes that growth stems from intentional investments in
human capital, innovation, technology, knowledge spillovers, etc.'® In Romer’s

16 WSTS, “Semiconductor Market Forecast Spring 20257, 2025,
https://www.wsts.org/76/WSTS-Semiconductor-Market-Forecast-Spring-2025

17Venkat Srinivasan, Peter van Herrewegen, and Vanishree Mahesh, “Semiconductor In-
dustry Outlook 2025”, 2025, https://www.infosys.com/iki/research/semiconductor-industry-
outlook2025.html

18 TheoryHub, “Endogenous Growth Theory”, 2025, https://open.ncl.ac.uk/academic-
theories/37/endogenous-growth-theory



framework, the production function for the level of technology/knowledge can
be expressed as:

A=05L%,4°

For steady-state growth, this simplifies to the fundamental relationship where
gy represents the growth rate of output.

gy =0Ly

Applying this framework to the semiconductor industry, with global R&D
spending of $112.1B in 2025 (16% of market revenue) and an estimated 460K re-
searchers worldwide,'? the implied research productivity parameter (§) = 24.35.
This quantifies the industry’s exceptional capability in translating research in-
vestments into output growth, with each million research workers contributing
24 percentage points to annual growth rates.

Additionally, the industry demonstrates significant employment multiplier
effects consistent with Romer’s emphasis on knowledge spillovers. Each direct
semiconductor job supports 5.7 additional positions throughout the broader
economy (meaning a jobs multiplier of 6.7).20 Assuming a similar magnitude
of jobs multipliers, the U.S. semiconductor industry is projected to support
roughly 2.13 million jobs in the American economy by 2027.

3 Export Control Framework

3.1 Existing Regulations

In a renewed era of global strategic competition, with the emergence of artifi-
cial intelligence and advanced computing technologies that possess consequential
military and economic applications, the United States has already moved to es-
tablish a series of policies and protocols to maintain technological supremacy
in controlling access and development of high-end technologies. These develop-
ments are evidenced by the enactment of export controls to deny such access to
its strategic adversaries—primarily, the People’s Republic of China.

The first of these export controls that have been mechanized to block Chi-
nese access to high end technologies is the Department of Commerce’s Entity
List—a compilation of entities identified by the United States Government to be
subjected to additional licensing and regulation in regards to their exports and
transfers due to the importance of the assets in question to U.S. foreign policy
and national security.2! In recent years, the Entity List has been expanded to

9Damian Scandiffio, “The Booming Semiconductor Industry Is Hungry for Talent”, 2025,
https://acarasolutions.com/blog/recruiting/the-booming-semiconductor-industry-is-hungry-
for-talent/

20 1BISWorld, “Semiconductor Circuit Manufacturing in the US — Employ-
ment”, 2025, https://www.ibisworld.com/united-states/employment/semiconductor-circuit-
manufacturing/752/

21 Bureau of Industry and Security (BIS), “Entity List”, 2024, https://www.bis.gov/entity-
list



firms operating from or suspected of colluding with the Chinese Government
by imposing additional checks, regulations, and restrictions on the nature of
technology they are allowed to export to the PRC directly or in any way where
it might benefit or strengthen the technological programs of the PRC.?2 The re-
strictions under the expansion of the Entity List as a mechanism of U.S. export
controls range from restrictions on the export of dual use microchips with appli-
cations in China’s hypersonic missile program, advanced quantum computing,
artificial intelligence, and other technologies that, if developed by China, would
pose a threat to the United States and its interests.

Another export control imposed by the United States as part of its broader
regulations to curb Chinese access to high-end technologies is the regulations
placed on domestic manufacturers of chips, known as Due Diligence Require-
ments. Similar to the Entity List, it places restrictions on the sale, export, and
transfer of technology, but differs in nature from the Entity List in that it reg-
ulates the technology in question rather than the firms that export or transfer
it. While the Entity List places blanket regulations or measures against firms,
Due Diligence is a regulation against the export or transfer of specific technolo-
gies. For example, some of the latest restrictions placed in January of 2025
expanded the Due Diligence Requirements for U.S. Chip makers in limiting the
maximum performance and transistor count—a key indicator and benchmark of
a microchip’s capacity—of chips that are allowed to be exported. These also put
requirements and restrictions on the nature of the production of microchips and
the processes in which they are created to prevent Chinese technological espi-
onage and maintain U.S. technological supremacy in microchip technologies.??

However, it should be noted that U.S. export controls on microchips and
other sensitive technologies are not restricted to negative incentives for firms
but also positive ones, encouraging certain practices rather than discouraging
others. A key policy that implements such export controls is the “Guardrails”
imposed on U.S. corporations and microchip manufacturers under the 2022
CHIPS and Science Act. Under this policy, the United States offered nearly
39 billion dollars to U.S. chip manufacturers to boost domestic innovation and
production of microchips. However, in order to access these investments and
maintain these favorable government contracts and funds, these companies are
forbidden from engaging in major or significant technology transfers or export-
ing to nations deemed as strategic adversaries, including but not limited to the
People’s Republic of China, Russia, North Korea, and Iran. It also prohibits
firms receiving federal support under the CHIPS Act from engaging in innova-
tion with any of these nations, and imposes stringent limits on the strength and
capacity of whatever microchips that are deemed not to be a threat if trans-

22 Bureau of Industry and Security (BIS), “Commerce Further Restricts China’s Artificial
Intelligence and Advanced Computing Capabilities”, 2025, https://www.bis.gov/press-
release/commerce-further-restricts-chinas-artificial-intelligence-advanced-computing-
capabilities

23 Bureau of Industry and Security (BIS), “Commerce Strengthens Restrictions on
Advanced Computing Semiconductors”, 2025, https://www.bis.gov/press-release/commerce-
strengthens-restrictions-advanced-computing-semiconductors-enhance-foundry-due-diligence-
prevent
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ferred to such nations, referred to as “legacy” chips.?* These restrictions under
the CHIPS Act impose a strong series of restrictions with a great incentive on
manufacturers to further the U.S.” technological edge while cutting off China’s
access to do so.

More broadly, however, beyond semiconductors and microchips, Artificial
Intelligence as a whole is also the subject of various frameworks of regulations
and export controls. With strong military applications and otherwise lending
itself to giving China advanced capabilities that threaten the United States and
its interests, Artificial Intelligence and denying China the ability to cultivate a
strong domestic artificial intelligence capability remains a key focus of current
and future U.S. export controls and regulations. One key facet of the United
States’ export controls guiding its regulation of the transfer and exports of
technology in a manner that maintains its global position in a national security
context is the Framework for A.I. Diffusion—a set of protocols and policies by
the United States to regulate the development and operation of A.I. globally
by the United States, its corporations, and its allies to maintain technological
superiority over strategic rivals and advance its edge in this critical sphere of
competition.?> This framework encompasses a wide variety of restrictions, for
example, on which countries are considered acceptable for U.S. sponsored A.IL
development or safe for the export of A.I. technologies such as their chips, limit-
ing the publicity of the algorithms and training modules to prevent espionage or
interference, creating systems of licenses and authorizations, and placing limits
on geographical deployment of A.I. technologies. It also creates a multilateral
tier system where A.I. exports or development is considered beneficial or in line
with U.S. interests and is therefore allowed without restriction, nations in which
restricted access is permitted with stringent regulations, and nations in which
involvement, export, or transfer of any kind is not permitted.26 Altogether, this
represents a multilateral effort initiated and led by the United States to regulate
and sponsor favorable A.I. development in a way that safeguards against and
actively prevents the proliferation of such technology to strategic adversaries.

3.1.1 International Agreements

Export controls are essentially a policy tool for managing the flow of dual-
use and military technologies, especially as global competition over emerging
technologies increases. This paper focuses on the two main elements of the
current export control framework: international agreements and the Wasse-
naar Arrangement. Together, they combine to create the global architecture
for regulating sensitive goods and technologies, with a particular focus on A.IL
semiconductors and the competition between the U.S. and China.

24Qujai Shivakumar, Charles Wessner, and Thomas Howell, “Guardrails: CHIPS Act
Funding May Restrict Investments in China”, 2023, https://www.csis.org/blogs/perspectives-
innovation/guardrails-chips-act-funding-restrict-investments-china-may-restrict

25 Janet Egan and Spencer Michaels, “Five Objectives to Guide U.S. A.I. Diffusion”, 2025,
https://www.cnas.org/publications/commentary /five-objectives-to-guide-u-s-ai-diffusion

26 ennart Heim, “Perspectives: AL Export Controls”, 2025,
https://www.rand.org/pubs/perspectives/PEA3776-1.html
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Legal and Strategic Foundations

Export controls are mainly implemented at the national level but are heavily
influenced by a network of international agreements, which provide structure,
legitimacy, and connections across different jurisdictions. These include multi-
lateral export control regimes, international treaties, and bilateral or plurilateral
agreements. The strength of these agreements is mainly seen in their ability to
balance the national interests of the countries with overall global security con-
cerns, which allows states to collectively address the risks associated with the
misuse of sensitive technologies.

Multilateral Export Control Regimes

These four main multilateral regimes coordinate international export con-
trols:

e Wassenaar Arrangement: dual-use and conventional arms
e Nuclear Suppliers Group (NSG): nuclear technology
e Missile Technology Control Regime (MTCR): delivery systems

e Australia Group: chemical /biological weapons

These regimes operate on a voluntary, consensus-based model. Members
agree to maintain national controls on a common list of sensitive items and ex-
change information on export denials and licensing practices. Although they are
not legally binding, their norms are widely followed, including by non-member
states that are aiming to be aligned with the global standards. Due to this, these
regimes not only serve as regulatory mechanisms but also as diplomatic tools
that build trust among the suppliers and recipients of advanced technologies.

International Treaties and UN Resolutions

Treaties like the Nuclear Non-Proliferation Treaty (NPT), Chemical Weapons
Convention (CWC), and Biological Weapons Convention (BWC) obligate state
parties to control exports related to weapons of mass destruction. Meanwhile,
UN Security Council Resolution 1540 mandates all UN members to establish
and enforce effective export control systems, reinforcing multilateral standards
with legal force.

These treaties form the legal backbone for which multilateral and national
control systems are being built. The NPT, for example, has been incredibly
important in lowering nuclear proliferation, while the CWC and BWC have
been contributing to reducing chemical and biological threats around the world.
UN Resolution 1540, which was adopted in 2004, currently plays an important
role in universalizing the export control agenda, showing the importance that
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all states preventing non-state actors from acquiring WMD-related (weapons of
mass destruction) materials.

Bilateral and Plurilateral Agreements

Beyond formal regimes, countries often form coalitions or bilateral agree-
ments to look at urgent strategic concerns. For example, the United States has
worked closely with allies like Japan and the Netherlands to develop and impose
semiconductor export controls on China. These agreements often function out-
side the formal multilateral frameworks, which allows for faster, more targeted
coordination on emerging threats related to this.

Plurilateral agreements such as the U.S.-EU Trade and Technology Council
or U.S. - Japan - Netherlands semiconductor deals allow for like-minded coun-
tries around the world to align their export policies without being constrained
by the consensus requirements of larger multilateral groups. These frameworks
offer strategic flexibility and show a shift in global governance, where coalitions
of the willing parties can act even when universal agreement isn’t complete.

3.1.2 Wassenaar Arrangement

Origins and Purpose

Established in 1996 as the successor to CoCom, the Wassenaar Arrangement
(WA) is the only multilateral export control regime focused on both conventional
arms and dual-use technologies. It aims to prevent destabilizing accumula-
tions of arms and sensitive technologies through transparency and coordination
among its 42 member states.

Unlike its Cold War predecessor, WA is not specifically directed against
a particular nation/group of nations but rather aims to prevent destabilizing
transfers globally. Its inclusive and non-discriminatory nature has allowed it to
serve as a neutral forum for aligning export control practices across a variety of
countries around the world.

Governance and Decision-Making

WA operates through consensus among its member states, which all meet
annually in a general assembly. A small secretariat in Vienna supports the
Arrangement. All decisions, including updates to its control lists or regarding
the admission of new members, require unanimous agreement from all of its
member states. This structure has its positives, with inclusivity being the main
one, but it has its negatives as well, as seen through the slow responsiveness.

The consensus-based model, while promoting fairness, also causes the WA
to be incredibly vulnerable to a geopolitical gridlock. Russia’s ongoing partici-
pation, for example, complicates the decision-making processes of the Arrange-
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ment, especially on issues where Western members aim to get tighter restric-
tions.

Control Lists and National Implementation

WA maintains two main control lists:
e Munitions List (military-specific items)

e Dual-Use Goods and Technologies List, categorized into ten sectors in-
cluding electronics, computers, and information security.

Members of the Arrangement are expected to implement these lists through
domestic legislation and licensing systems. While the WA is not legally binding,
its lists are widely adopted, and as a result, it shapes export control standards
around the world. The European Union’s Dual-Use Regulation and the U.S.
Commerce Control List both take significant inspiration from WA’s lists.

WA’s lists are periodically reviewed and updated based on technological
advances. However, the review process is incredibly time-consuming, especially
when emerging technologies like artificial intelligence or quantum computing
challenge the traditional categorizations of dual-use goods.

Transparency and Information Sharing

WA pushes transparency through voluntary notifications of export denials
and arms transfers, especially to non-member states. This helps members iden-
tify and analyze proliferation trends, avoid undercutting each other’s policies,
and overall build mutual trust.

The transparency measures also improve accountability and enable more ef-
fective risk assessment strategies across jurisdictions. These efforts are especially
important in a fragmented international landscape, where national security and
commercial interests are likely to clash.

Limitations and Recent Developments

Despite its value, WA still faces several challenges:

e Consensus Requirement: Russia’s participation in the WA has stalled up-
dates since its 2022 invasion of Ukraine

e Pace of Technological Change: Emerging technologies like Artificial Intel-
ligence and Quantum Computing outpace WA’s annual review cycle

e Intangible Goods: Software, technical data, and A.I. models are difficult
to define and control using traditional list-based methods
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e Bypassing Multilateralism: Due to WA’s slow pace, countries increasingly
form smaller, ad hoc coalitions (for example, U.S. - Japan - Netherlands)
in order to control sensitive exports, particularly to China

An example of WA’s struggle with modern technology was seen in its con-
troversial 2013 control on “intrusion software.” Intended to limit surveillance
exports to repressive regimes, it inadvertently hindered cybersecurity research.
The rule was eventually revised in 2017 after continued industry criticism, show-
ing the tension that persists between security and innovation.

The recent U.S.-led export controls on A.I. semiconductors and advanced
chipmaking tools show a parallel track export governance - one that aligns with
the agreed-upon WA principles but still operates independently of its formal
mechanisms. These developments show a growing admission among WA mem-
bers that agility and collaboration outside the consensus framework may be
necessary to keep pace with strategic threats.

3.2 Recent Policy Changes

3.2.1 Biden Administration Initiatives on A.I. Semiconductor Ex-
port Controls

Under the Biden administration, the United States has implemented extensive
export control measures to restrict China’s access to advanced semiconductors,
particularly those capable of use in artificial intelligence (AI) and supercom-
puting. In October 2022, the U.S. Commerce Department’s Bureau of Industry
and Security (BIS) issued restrictions that banned the export of certain cutting-
edge A.L chips to China while also placing stringent limitations on semiconduc-
tor manufacturing equipment (SME) shipments to Chinese facilities producing
these advanced chips.?” Following the October 2023 update, these rules aim
to “choke off China’s access to the future of A.I. and high-performance com-
puting” by denying the most advanced A.L. chips (e.g., NVIDIA A100, H100
GPUs) and the tools to fabricate them domestically.?® Notably, the October
2022 regulations also leveraged the Foreign Direct Product Rule (FDPR) to
extend U.S. export controls internationally—this would require chips made over-
seas to be subject to U.S. license requirements if they were produced with U.S.
equipment.?? This expansive approach was described as the largest shift in
U.S. export policy toward China’s technology industry; experts believe that

27 Bureau of Industry and Security (BIS), “Commerce Implements New Export
Controls on Advanced Computing and Semiconductor Manufacturing Items,” 2022,
https://www.bis.doc.gov/index.php/documents/about-bis/newsroom /press-releases/3158-
2022-10-07-bis-press-release-advanced-computing-and-semiconductor-manufacturing-
controls-final/file

28Gregory C. Allen, “Understanding the Biden Administration’s Updated Export Con-
trols,” 2024, https://www.csis.org/analysis/understanding-biden-administrations-updated-
export-controls

29Gtephen Nellis, Karen Freifeld, and Alexandra Alper, “U.S. aims to hobble China’s chip
industry with sweeping new export rules,” 2022, https://www.reuters.com/technology/us-
aims-hobble-chinas-chip-industry-with-sweeping-new-export-rules-2022-10-07/
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this move could set China’s semiconductor ambitions back by multiple years.?®

The intention of these measures, as stated by U.S. officials, was to slow China’s
development of A.l.-operated military capabilities without completely shutting
down civilian trade.

As mentioned before, the Biden administration tightened these controls in
2023. With the October 2023 rule revision came closed loopholes and an ex-
panded scope of restrictions to cover additional chip technologies. For example,
the 2023 updates added controls on high-bandwidth memory chips, a critical
component for A L systems, by blocking their sale to China without a license.?®
BIS also broadened the list of controlled semiconductor equipment and applied
stricter FDPR criteria to prevent circumvention via shipment through other
countries.?® Simultaneously, the United States has collaborated with key al-
lies to align export policies. In mid-2023, countries such as the UK, Canada,
Australia, and New Zealand pledged to align their export controls with those
of U.S. policy. Adding to this, the Netherlands and Japan, home to major
chipmaking tool suppliers, agreed to impose their export restrictions, mirror-
ing U.S. guidelines on advanced ultraviolet lithography—a crucial technology in
semiconductor manufacturing— and the shipment of fabrication equipment to
China.?* This multifaceted approach to preventing China from obtaining or do-
mestically producing alternatives to U.S.-originated technology further tightens
the chokepoints in China’s semiconductor supply chain.?®

The Biden administration’s strategy has thus been characterized by increas-
ingly stringent controls on tangible A.l. hardware. By late 2024, additional
measures were introduced to refine these controls and address emerging gaps.
In December 2024, BIS announced new rules extending license requirements
worldwide for certain advanced chips and clarifying definitions of applicable
A I semiconductor items.?? After Biden’s term, an “Al diffusion” export con-
trol framework was proposed even to regulate some A.l. software and cloud
computing services, including the transfer of large A.I. model parameters to
foreign adversaries.3® However, this rule sparked concerns of hindrance in inno-
vation due to overregulation. BIS ultimately rescinded the A.IL. diffusion rule in
May 2025, well into the Trump administration, on the basis that it was overly
complex, potentially leading to harmful effects on U.S. diplomatic relations.6
Rather, U.S. authorities have opted toward prioritizing the restriction of high-
end A.L. chips and enforcing end-use controls. For instance, new BIS guidance
in 2025 prohibits the U.S. and allied nations from aiding China’s advanced chip
development (e.g., banning support for Chinese A.I. chip projects like Huawei’s
Ascend processors without a license).®? In summary, the Biden administration’s
export control initiatives laid the foundation for a policy shift that utilizes both
regulatory and enforcement tools to constrain China’s progress in A.I. semicon-
ductor capabilities, while attempting to mitigate the impact on commercial U.S.

30Crowell & Moring LLP, “US Department of Commerce Rescinds Biden A.I Dif-
fusion Export Control Rule and Issues New Guidance on Huawei Chips,” 2025,
https://www.crowell.com/en/insights/client-alerts /us-department-of-commerce-rescinds-
biden-administrations-ai-diffusion-export-control-rule-and-issues-new-guidance-on-huawei-
chips-for-ai-purposes-and-diligence-expectations
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chipmakers by allowing exports of lower-grade technologies.??

3.2.2 CHIPS Act Implications for A.I. Semiconductor Industry and
Export Regulations

The CHIPS and Science Act of 2022 (CHIPS Act) is a landmark U.S. industrial
policy with significant ramifications for the A.I. semiconductor industry and
for export control strategy. Enacted in August 2022, the CHIPS Act provides
approximately $52.7 billion in federal funding to boost domestic semiconductor
manufacturing, research, and workforce development.?! This includes $39 bil-
lion in incentives for building and modernizing U.S. chip fabrication facilities,
as well as approximately $13 billion for R&D initiatives, such as the National
Semiconductor Technology Center (NSTC).32 The Act’s overarching goal is to
revitalize America’s capacity to produce advanced chips — a foundation for
emerging technologies, including artificial intelligence (AI). Indeed, the White
House emphasized that the law would ‘ensure U.S. leadership’ in the ‘indus-
tries of tomorrow, including... artificial intelligence.”®® At the time of its
passage, the United States was producing none of the world’s most advanced
chips (e.g., cutting-edge A.I. processors) and relied on East Asia for about 75%
of global semiconductor production.??® By investing in new fabs and innovation,
the CHIPS Act aims to secure the supply of high-end chips needed for A.I
and other critical applications, reducing dependency on foreign foundries and
strengthening U.S. national security.33

A distinctive aspect of the CHIPS Act is its ‘national security guardrails’,
which place export-like restrictions on firms receiving U.S. subsidies. These
provisions are designed to prevent companies from using taxpayer funds in
ways that would benefit geopolitical rivals or undermine U.S. export controls.?
The Department of Commerce’s regulations (finalized in late 2023) implement
two key guardrails from the Act: the Expansion Clawback and the Technology
Clawback.?? Under the Expansion Clawback, any chip manufacturer that takes
CHIPS Act money must agree not to engage in “material expansion” of semi-
conductor manufacturing capacity in a foreign country of concern (e.g., China,
Russia) for 10 years after the award.?? In effect, a funding recipient cannot build
or expand advanced chip fabs in China, defined by Commerce as facilities below

3L Connect007, “Fact  Sheet: CHIPS and Science Act Will Lower
Costs, Create  Jobs, Strengthen  Supply  Chains, and  Counter  China,”
https://iconnect007.com/article/132963/fact-sheet-chips-and-science-act-will-lower-costs-
create-jobs-strengthen-supply-chains-and-counter-china/132966 /flex

32Jeremy Iloulian, “Final Rule from Commerce on National Security Guardrails
for CHIPS Act Funding: Restrictions on China and Other Countries of Concern,”
2023, https://www.cmtradelaw.com/2023/09/final-rule-from-commerce-on-national-security-
guardrails-for-chips-act-funding-restrictions-on-china-and-other-countries-of-concern,/

33The White House, “Fact Sheet: CHIPS and Science Act Will Lower
Costs, Create Jobs, Strengthen Supply Chains, and Counter China,” 2022,
https://bidenwhitehouse.archives.gov/briefing-room/statements-releases/2022/08 /09 /fact-
sheet-chips-and-science-act-will-lower-costs-create-jobs-strengthen-supply-chains-and-
counter-china
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the ‘28 nm’ technology node threshold, for a decade.?* Only strictly limited

exceptions are allowed, such as expanding ‘legacy’ (28 nm or older) production
in existing facilities serving the local market of the country of concern (e.g.,
China, Russia) for 10 years after the award. The Technology Clawback, mean-
while, prohibits recipients from partnering with any ‘foreign entities of concern’
on sensitive technologies.?? Joint research or licensing agreements with, for ex-
ample, Chinese semiconductor firms or universities are barred if they involve
technologies that ‘raise national security concerns.” These guardrail provisions
directly complement the U.S. export control regime — coming on the heels of
the October 2022 rules that restricted China’s access to cutting-edge A.I. chips
and chip-making tools.?* Commerce Secretary Gina Raimondo noted that the
guardrails will ‘help ensure that malign actors do not have access to the cutting-
edge technology’ that could be used against U.S. interests.4 Thus, the CHIPS
Act’s built-in restrictions align domestic investments with export controls by
denying adversaries both the hardware (fabs and chips) and the know-how (re-
search collaborations) needed for A.I.-capable semiconductors.?®

By coupling major investments with security conditions, the CHIPS Act
is poised to accelerate U.S. leadership in A.I. chip development. The influx of
funding has already spurred new domestic projects — for example, the Act trig-
gered tens of billions in private-sector fab investments announced by companies
like Micron, TSMC, Samsung, and Intel.?336 These projects focus on leading-
edge logic and memory chips essential for A.l. training and high-performance
computing. In the short term, CHIPS Act incentives (along with a new 25%
investment tax credit for chip facilities) are making the U.S. more attractive
for constructing advanced foundries that can fabricate A.I. processors. Over
the longer term, the Act’s R&D programs (e.g., the NSTC and National Ad-
vanced Packaging Program) aim to foster innovation in semiconductor design
and packaging, including specialized A.I. accelerators and 3D chip integration.3
Boosting domestic manufacturing and innovation infrastructure for A.I. chips
has two strategic benefits. First, it reduces reliance on foreign suppliers (notably
Taiwan’s TSMC) for the GPUs, FPGAs, and ASICs that power A.L systems,
thereby mitigating supply chain risks (e.g. geopolitical disruptions or export
bans).?® Second, it helps the U.S. maintain a technological edge over adver-
saries: by scaling up production of cutting-edge A.I. semiconductors at home,
the U.S. and its allies retain control over who accesses these chips, reinforcing
the effectiveness of export controls that block China’s imports of such technol-
ogy. 24

The CHIPS Act’s guardrails also carry significant international supply chain
implications, influencing how foreign semiconductor firms operate, especially in

34 Congressional Research Service, “CHIPS and Science Act of 2022: Overview,” 2023,
https://sgp.fas.org/crs/misc/R47523.pdf

35 National Institute of Standards and Technology (NIST), “Frequently Asked Questions:
Preventing Improper Use of CHIPS Act Funding,” https://www.nist.gov/chips/frequently-
asked-questions-preventing-improper-use-chips-act-funding

36300-Hyang Choi, “South Korea Asks US to Review China Rule in Chip Sub-
sidies,” 2023, https://www.reuters.com/technology/south-korea-asks-us-review-china-rule-
chip-subsidies-2023-05-24/
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China. Companies from allied nations, such as Taiwan’s TSMC and South Ko-
rea’s Samsung and SK Hynix, are key players in the high-end semiconductor
supply chain and are investing in new U.S. fabs that are eligible for CHIPS in-
centives. However, to receive U.S. support, they must abide by the no-expansion
rule in China. In practice, this has deterred leading firms from initiating any new
advanced production lines in China beyond “legacy” nodes.?” Notably, TSMC’s
existing Nanjing fab (limited to 28 nm legacy chips) remains unaffected by the
guardrail, but TSMC will not be able to expand into more advanced technolo-
gies in China without jeopardizing its U.S. subsidies.?” South Korean memory
giants, which have large operations in China, have been more concerned: SK
Hynix and Samsung faced restrictions capping any capacity growth in their
China fabs (e.g., a **5% expansion limit for advanced capacity was initially
proposed).?® The South Korean government formally urged the U.S. to ease
these “unreasonable burden[s]” on their companies, seeking a higher expansion
threshold (up to 10%) for legacy facilities.>® U.S. officials did somewhat relax
the final rule, removing fixed percentage caps and indicating some flexibility,
but the core principle stands: firms taking U.S. money cannot significantly grow
advanced-node production in China.?? This policy is effectively a tech “decou-
pling” measure that pushes multinationals to choose sides. Many are responding
by scaling up investment in the United States and other friendly locations while
limiting their China footprint to older technologies. Allied countries generally
support the U.S. goal of a more resilient, diversified chip supply chain, even as
they negotiate the exact guardrail terms to protect their firms’ interests.¢3°

3.2.3 Recent Entity List Updates Targeting A.I. Semiconductor Tech-
nology

Further substantiating United States policy in controlling the access and flow
of sensitive technologies under the CHIPS and Science Act of 2022, recent ad-
justments and expansions of U.S. restrictions have been put in place to tar-
get semiconductor technologies relating to artificial intelligence development by
American strategic adversaries, chiefly against the People’s Republic of China.

Specifically, since December, the United States has introduced new, targeted
policies towards the transfer of technology with applications to Artificial Intel-
ligence through a series of modifications and expansions of the “Entity List” -
part of the broader Export Administration Regulations - enforced by the Bureau
of Industry and Security which is overseen by the Department of Commerce.*?

37Ming-Yen Ho and Chiang Min-yen, “Carrots and Sticks: Taiwan and Semiconductor Sup-
ply Chains Under Trump 2.0,” 2025, https://thediplomat.com/2025/01/carrots-and-sticks-
taiwan-and-semiconductor-supply-chains-under-trump-2-0/

38 Jenny Leonard and Debby Wu, “US Tightens China Rules for Chipmakers Getting Federal
Funding from Chips Act,” 2023, https://www.bloomberg.com/news/articles/2023-03-21/us-
tightens-china-rules-for-chipmakers-getting-federal-funding-from-chips-act

39Jordan  Schneider, “Chips, China, Guardrails, Labor  Hawks,” 2023,
https://www.chinatalk.media/p/chips-china-guardrails-labor-hawks

40 Bureau of Industry and Security (BIS), “Additions and Modifications to the
Entity List; Removals From the Validated End-User (VEU) Program,” 2024,
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The entity list is a major tool of the U.S. government in enforcing export controls
and regulation of technology transfer as it designates entities and organizations
that must fulfill additional obligations and licensing as well as falling under ad-
ditional scrutiny and regulation in regards to the end use of those exports of
technology deemed sensitive to U.S. interests particularly in regards to national
security and foreign policy.*!

Beginning in December 2024, the Department of Commerce introduced 2
rules that added 140 entities to the Entity List, restricting the export and
transfer of technologies considered to have a potentially malicious use by China
in the development of its Artificial Intelligence and other high-end technology
programs. To this end, this Entity List update saw the restriction of specific
technologies deemed to be at risk of this application, for example, restricting
the export of high-bandwidth memory technologies alongside other specific mi-
crochip technologies. It should be noted, however, that these restrictions have
not been placed on China alone, but have also been imposed on entities in South
Korea, Singapore, and Japan to restrict other potential export points of these
sensitive technologies.*?

These measures, as updates to the Entity List, also took place in January
of 2025 where the U.S. government added an additional 16 entities based both
in Singapore and China due to suspicion regarding connections with the PRC
and the potential for abuse of high end chips and other technologies that would
aid the Chinese Government’s expansive Artificial Intelligence program, that,
among other applications, could significantly increase China’s military capabili-
ties in such a manner that would weaken the position and wartime supremacy of
the United States and thereby pose a major threat to its interests and military
superiority.

The most recent series of amendments and updates to the Entity List were
made in March of 2025 by the Trump Administration’s renewed effort to en-
gage in strategic competition with China in debilitating its efforts to develop
a domestic technological capacity to produce high-end chips and platforms to
support powerful and dangerous artificial intelligence systems. These involved
adding 80 entities from China, the United Arab Emirates, South Africa, Iran,
and Taiwan to prevent the PRC from gaining advanced computing and combat
capabilities, ranging from quantum computing to various weapons systems.*3

Altogether, this represents a clear expansion of the U.S.” trade policy target-
ing high-end technology using the Entity List, particularly focusing on artificial

https://www.federalregister.gov/documents/2024/12/05/2024-28267 /additions-and-
modifications-to-the-entity-list-removals-from-the-validated-end-user-veu-program

41 Bureau of Industry and Security (BIS), “Entity List,” https://www.bis.gov/entity-list

42Gregory C. Allen and Isaac Goldston, “Understanding U.S. Allies’ Current
Legal Authority to Implement A.I. and Semiconductor Export Controls,” 2025,
https://www.csis.org/analysis/understanding-us-allies-current-legal-authority-implement-
ai-and-semiconductor-export

43 Bureau of Industry and Security (BIS), “Commerce Further Restricts China’s Artificial
Intelligence and Advanced Computing Capabilities,” 2025, https://www.bis.gov/press-
release/commerce-further-restricts-chinas-artificial-intelligence-advanced-computing-
capabilities
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intelligence and advanced computing, in preventing the PRC from emerging as
a capable technological adversary to the United States.

4 China’s Strategy

4.1 Made in China 2025

While the plethora of U.S.-led export controls have clearly sought to constrain
China’s access to advanced semiconductors and related technologies of its supply
chain, such export controls have simultaneously accelerated Beijing’s push for
technological self-sufficiency. In response to rising geopolitical pressure and vul-
nerabilities in its supply chain, China has launched a series of ambitious techno-
logical development plans to cultivate a robust domestic semiconductor industry
of its own. Chief among these efforts is Made in China 2025, a strategic initia-
tive that outlines the nation’s intent to reduce reliance on foreign technologies
and become a global leader in advanced manufacturing. This section explores
the role of Made in China 2025 (MIC2025), alongside the country’s broader
toolkit of efforts to drive China’s pursuit of semiconductor independence.

4.1.1 Overview of MIC2025

The rise and rapid industrialization of China, from a nearly-total agrarian soci-
ety to its modern-day powerhouse, has been one of the most notable economic
and geopolitical phenomena of the 20th and 21st centuries; with over 1.4 bil-
lion people—making up 20% of the world’s population—the event has been
highly puzzling yet influential.** Capitalizing on its catapult into the competi-
tive global arena, MIC2025 was born in 2015, when Chinese Prime Minister Li
Kegqiang of the Chinese State Council*® launched the initiative under the over-
arching goal of modernizing China’s industrial capabilities— to establish China’s
position as a “global powerhouse” in various high-tech industries.*® Informed
and drafted by the Ministry of Industry and Information Technology (MIIT)
over two and a half years of 150 Chinese Engineering experts’ input,*’ it sought
to: 1) reduce the nation’s reliance on foreign technology; 2) enhance domestic
innovation; 3) and become globally competitive in strategic industries such as
robotics, semiconductors, and new energy vehicles like electric or biogas vehi-
cles. 4647 Critically, it aimed to subvert its original perception and role as the

44Yi Wen, “China’s Rapid Rise: From Backward Agrarian Society to Industrial Powerhouse
in Just 35 Years”, 2016, https://www.stlouisfed.org/publications/regional-economist/april-
2016/ chinas-rapid-rise-from-backward-agrarian-society-to-industrial-powerhouse-in-just-35-
years

453cott Kennedy, “Made in China 2025”, 2015, https://www.csis.org/analysis/made-china-
2025

46Bjorn Jerdén, “Made in China 2025 Backgrounder”, 2018, https://www.isdp.eu/wp-
content /uploads/2018 /06 /Made-in-China-Backgrounder.pdf

47Camille Boullenois, Malcolm Black, and Daniel H. Rosen, “Was Made in China 2025
Successful?”, https://rhg.com/research/was-made-in-china-2025-successful/
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“world’s factory” for cheap and low-value products by transforming these indus-
tries into leading, cutting-edge technological competitors around the globe.®

MIC2025 was developed along two sources of inspiration: Germany’s “In-
dustry 4.0” (I40) plan, and China’s 2006 “Strategic Emerging Industries” ini-
tiative (SEI). The former was 2013 public-driven national strategy launched
to “consolidate German technological leadership in mechanical engineering,”
based on the German government’s High Tech 2020 Strategy; it resolved to
“drive digital manufacturing forward by increasing digitization and the inter-
connection of products” by adopting information technology to connect small
and medium-sized companies to global production networks to make them much
more efficient, and subsequently, far more competitive in the global market;*6
for MIC2025, China adopted this strive for efficiency through a far broader lens,
given that Chinese producers currently vary in efficiency and quality, and needed
to overcome more complex challenges.*® This German approach also resembled
Japanese approaches to economic development, and constituted the core philos-
ophy from which MIC 2025 drew from. The latter was an older initiative headed
by the Chinese government; SEI was smaller in scope, but similarly narrowed
down on upgrading advanced technologies to secure China’s position in strategic
emerging industries like renewables and alternative fuels. The initiative co-opted
both public and private research and development initiatives to develop cutting-
edge technologies in these key sectors and to accumulate intellectual property
(both domestic and foreign) to access the Chinese market.*® MIC2025, how-
ever, branched off from SEI in that it identifies “next=generation information
technology” as its foremost priority, including artificial intelligence, cybersecu-
rity services, integrated circuits, network equipment software, biotechnology,
energy efficient and environmental technologies, and high-end equipment man-
ufacturing.?® It tackled a broader scope by targeting the entire manufacturing
process and supply chain rather than the preliminary technological innovations.
On a broader level, MIC2025 aligns with the more general 13th Five-Year Plan
(FYP) by seeking “to advance indigenous innovation and build global champions
through linkages with other plans.”46

Regarding the resolutions of the MIC2025 plan itself, the Chinese govern-
ment set various goals in pursuit of a position as a competitive, self-sufficient
global player in technology by spurring greater innovation, product quality,
efficiency, and integration— and selected 10 specific key industries: advanced
information technology; automated machine tools and robotics; aerospace and
aviation equipment; ocean engineering equipment and high-tech shipping; mod-
ern rail transport equipment; energy saving and new energy vehicles; power
equipment; new materials; medicine and medical devices; and agricultural equip-
ment.*® The key performance indicators and the benchmarks China set for each
industry is noted below in Figures 4 and 5, for 2020 and 2025 industry aims and
2025 KPlIs:

48David Cyranoski, “China’s bid to become a science superpower”, 2024,

https://www.nature.com/articles/d41586-024-03522-y

YCSET Georgetown, “Made in China 2025”, https://cset.georgetown.edu/wp-
content /uploads/t0432,, ade;nchina2025 g N.pdf
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Ultimately, the quantified goal of MIC2025 was to increase the domestic pro-
duction of core components and materials— or, in other words, self-sufficiency—
to 40% by 2020 and 70% by 2025.4°

To achieve the objectives of MIC2025, Beijing sought to introduce uniform
standards for targeted industries and changing certain regulations to set an
innovation-oriented policy direction; these changes were often based around
Beijing’s “secure and controllable” standard, with one example of one such pol-
icy being the requirement of banks to reveal source code and to use domestic IP
and encryption.*> Alongside regulations and industry standards, the Chinese
government also facilitated collaboration between central and provincial gov-
ernments and state-run entities to stimulate supply-side innovation, such as the
creation of 40 national and 48 provincial innovation centers by 2025 to facilitate
partnership and innovation. The final and arguably most impactful mechanism
to achieve MIC2025’s goals is financial support for various initiatives, ranging
from state-owned banks distributing subsidies, low-interest loans, and bonds, to
a specific semiconductor fund for the consumer electronics company Xiaomi to
develop its first smartphone processors.*

4.1.2 Semiconductors in MIC2025

Given the highly strategic role of semiconductors in any kind of technology,
especially in the context of A.I. and its hardware,® China has consistently pri-
oritized the semiconductor and given it high consideration relative to its other
technological development goals. Semiconductors have been the country’s “top
industrial innovation priority” since the 2013 Third Party plenum, have had
$150 billion in investments called for them in the 2014 “National IC Strategy”,
and have been deemed a highly vulnerable technology “chokepoint” by the Chi-
nese government, a phrase signifying “key and core technologies controlled by
[the U.S. and its allies]”, where semiconductor-related technologies constitute 7
of 35 identified chokepoints®' In MIC2025 specifically, a goal of achieving 40%
self-sufficiency in semiconductors by 2020 and 70% by 2025 was set.?> Notable
progress in the field has been made prior to MIC2025, reflecting China’s dedi-
cation to enhancing innovation, is shown in Figure 3.

4.1.3 MIC2025 Outcomes and External Discourse

Following MIC2025’s announcement in 2015, the initial reaction of the in-
ternational community was not particularly accepting. The U.S. feared that
it would dismantle the former competitiveness of American companies, since

50Venus Kohli, “Al Semiconductors: The Talk of the Hardware Industry”,
2024, http://power-and-beyond.com/ai-semiconductors-the-talk-of-the-hardware-industry-a-
bbe42809a2803ecaaed7c5dda9790338e/

51Gregory C. Allen, “China’s New Strategy for Waging Microchip Tech War”, 2023,
https://www.csis.org/analysis/chinas-new-strategy-waging-microchip-tech-war/

52Gtephen  Ezell, “How Innovative Is China in Semiconductors?”, 2024,
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MIC2025 provides “preferential access to capital to domestic companies in or-
der to promote their indigenous research and development capabilities, sup-
port their ability to acquire technology from abroad, and enhance their overall
competitiveness”— being especially concerned by the potential that Beijing may
supersede Washington in new energy, self-driving vehicles, aerospace equipment,
and more, which would confer to China unique advantages.6 In 2018, U.S. Pres-
ident Donald Trump, likely influenced by much of those fears, directly called
MIC2025 insulting— and consequently imposed various tariffs, such as a 25%
tariff on $50 billion’s worth of goods imported from China “containing industri-
ally significant technology, including those related to the ‘Made in China 2025’
program”; and in the same year, sent a trade delegation to Beijing to explicitly
demand that China cease its subsidies for high-tech sectors related to MIC2025
(like robotics and new energy vehicles).?3

In the ten years since MIC2025 was announced in 2015, many have analyzed
whether the plan was successful and the implications it holds for the future.
With regards to successful accomplishments of the past 10 decades, China has
become either a global leader or a close follower in almost all 10 industries of
MIC2025’s focus; examples being Huawei’s global leadership in 5G and clean
energy developments and BYD surpassing Tesla in 2024 as the largest electric
vehicle maker in the world.’® However, in other industries— particularly in the
semiconductor and advanced materials sectors, China remains largely reliant
on foreign suppliers, and remains far from its intended state of self-sufficiency.
As of 2020, Chinese companies were reported to constitute only 38% of the
domestic market in carbon fibers, 20% for silicon carbide, and 23% for electro-
ceramics; and only 10% for semiconductor photoresist materials, leaving imports
still essential for the most advanced components.*” Thus, while China is per-
haps the most competitive player in fields such as electric vehicles, renewable
power generation, telecommunications, drones, and high-tech ships— which are
characterized by high capital intensity (meaning state support gave Chinese
firms a substantial “leg up” over competitors, a large domestic demand base
to rapidly scale up, and lack established global leaders due to the technology’s
emerging nature— China lags in critical areas like semiconductor manufacturing
equipment, high-end instruments, and advanced aerospace components, with
the most cutting-edge and sophisticated intellectual property and technologies
under foreign control.*” Despite the critiques of many researchers and industry
experts on the unrealistic nature of MIC2025,%* given that such rapid industrial-
ization and dominance across nearly all cutting-edge technologies of the modern
day was an inherently ambitious goal- and unachieved by any other industrial
power in the past— the principles of MIC2025 have been projected to guide Chi-
nese policymaking for several decades into the future,® and its demonstrated

53Gally Brooks and Jason Fang, “Made in China 2025 a Success Despite US Tar-
iffs”, 2025, https://www.abc.net.au/news/2025/01/22/made-in-china-2025-a-success-despite-
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54Kenneth Ong, “China’s Defiant Chip Strategy”, 2024,
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ability to innovate will bolster growth regardless of the current challenges in the
technology war with the U.S.56

4.1.4 Industrial Policy

Due to the top-down nature of the Chinese political and governmental decision-
making system, Chinese leaders appointed for two five-year terms are far more
immune to the pressures of public opinions than leaders in liberal democracies,
allowing them to concentrate on leveraging policies and tools to most efficiently
and effectively achieve long-term goals like those outlined in MIC2025. This sub-
section explores how the Chinese government implements policy in a top-down
approach to stimulate sectors of interest and achieve MIC2025 and MIC2025-
related goals.

A hallmark of Chinese industrial policy in the semiconductor industry is
the large government funds and subsidies granted and channeled into areas of
priority. In 2016, the Chinese government established the Advanced Manu-
facturing Fund: a 20 billion CNY, or 2.7 billion EUR fund; for reference, the
German government has provided only 200 million EUR for research and inno-
vation for 140 technologies, highlighting how substantial Chinese state funding
is. The State Development and Investment Corporation, furthermore, set up a
limited partnership company to manage that fund— with 15 billion CNY paid
to the fund directly— and has, since then, been making investments into in-
dustries of priority, like purchasing 1.5 billion CNY’s worth of shares in the
Chinese battery and electric vehicle company BYD.?” Other funds such as the
National IC Fund (139 billion CNY) and the Emerging Industries Investment
Fund (40 billion CNY) have been instituted by the Chinese government to de-
velop smart manufacturing technologies;®” and a 2019 OECD study noted that
43% of registered capital (a total of $51 billion) in the Chinese semiconductor
industry was directly or indirectly owned or controlled by the Chinese state—
alongside other government-implemented fiscal policies and economic incentives
like grants, reduced utility rates, low-interest loans, significant tax breaks, and
free or discounted land.®®

As U.S. export controls strengthened, the Chinese government’s domestic
market interference heightened: when the U.S. added Huawei to its trade black-
list in 2019 under the Trump administration, the Chinese government increased
direct government subsidies and tax incentives for the company, which Huawei,
SMIC, and other state-fund beneficiaries used to import billions of dollars’ worth

https://www.japantimes.co.jp/commentary/2025/05/20/world /mic2025-remains-chinas-
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of semiconductors and semiconductor supply chain equipment to stockpile it in
the event of future restrictions, protecting its supply.>*

Perhaps the most notable and central industrial fund implemented by the
Chinese government is the National Integrated Circuits Industry Development
Investment Fund (otherwise known as the “Big Fund”)—$21 billion of state-
backed financing distributed across various domestic state-backed semiconduc-
tor companies in 2014.

4.1.5 Investment in Domestic Capabilities

Amid rising tensions between the two countries, China recognizes the need to
be able to manufacture top-end semiconductors independently of U.S. involve-
ment. Limiting U.S. dependence is an important strategic goal for China and
undergirds the philosophy behind their investment in domestic capabilities.

China has long recognized the need to invest in the industry. In 2000, Shang-
hai helped finance the Semiconductor Manufacturing International Corporation
(SMIC). To contextualize China’s domestic capabilities, its capacity across the
many steps of the Semiconductor value chain should be analyzed individually
(see figure for the steps and rough explanations)®?

China’s limitations in regards to EDA software and lithography equipment
have obvious implications for their ability to produce semiconductors (crippling
them in steps 2 and 3 above). These limitations, combined with other factors,
have led to China falling well behind the global innovation frontier. Intel CEO
Pat Gelsinger in January 2024 estimated that China was 10 years behind the
global industry; however, that estimate has been disputed, with some sources
arguing that it is closer to 5 years.®? The difference in lithography appears
to be a major limiting factor, as the gap between Shanghai Micro Electronics
Equipment (SMEE) and the global standard (ASML) is about two decades.
Despite quibbling over the precise estimate, there is no question that China is
behind the global industry.5®

China massively subsidizes its domestic industry at staggering levels. The
Organization for Economic Cooperation and Development (OECD) conducted
a study of 21 international semiconductor firms over the years 2014 to 2018
and drew several conclusions on the scale of Chinese support to their domestic
companies. Particularly, China is uniquely active in the realm of below-market
equity financing (purchasing stock from the companies for a below-market price,
effectively acting as a subsidy, although technically differing because China gets
a stake in the company in return. However, in a Communist country like China,
the government is already greatly involved in company involvement, even if it
doesn’t have formal equity. For the four Chinese firms covered in this study (Hua
Hong Semiconductor, JCET, SMIC, Tsinghua Unigroup), government funds
have committed equity funding of about USD 22 billion in total to date (2019),
with the largest share going towards SMIC and Tsinghua Unigroup (and their

59Alex He, “In the Global A.I. Chips Race, China Is Playing Catch-Up”, 2024,
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subsidiaries).%0

Beyond investing in companies as a whole, China has more targeted invest-
ments in improving their domestic semiconductor capabilities. Examples from
the companies in the OECD study are Yangtze Memory Technologies Co., Ltd.
(“YMTC”), which has a memory fab (a semiconductor foundry) specialised in
3D-NAND chips and located in Wuhan, Hubei, and managed by the parent
Tsinghua Unigroup. The investment, announced in 2016, is $7.5 billion and
“has received $1.35 billion injection from China’s National IC Fund and addi-
tional equity (USD 667 million) provided by the local Hubei IC Fund,” with the
government having 74% equity in the project.®”

Another fab, SIMC North in Beijing, controlled by the parent company
SIMC, has received a $1.5 billion injection from China’s National IC Fund and
additional equity $432 million provided by the local Beijing IC Manufacturing
Fund, with the government having over 57% equity in the project.6% A third ex-
ample, slightly more unique due to two parent companies, the Shanghai SASAC
and the state-owned Hua Hong group, with this nature resulting in the govern-
ment having over 95% equity, with investments from of $1.8 billion from China’s
National IC Fund and additional equity of $316 million from the Shanghai IC
Manufacturing Fund.%°

Unsurprisingly, China and its domestic manufacturers are inextricably finan-
cially linked due to this barrage of investments. From 2014-2018, state subsidies
accounted for slightly over 40 percent of SMIC’s revenues over this period: 30
percent for Tsinghua Unigroup, and 22 percent for Hua Hong, compared to
global competitors of TSMC, Intel, and Samsung, for which subsidies were un-
der 3 percent of their revenues.’? Since this, tensions between the U.S. and
China have increased, resulting in fewer U.S. exports to China, necessitating
even more subsidies from China to develop a domestic semiconductor ecosys-
tem as explored earlier, thus, current measures of this metric are likely much
higher for Chinese companies.

Overall, China’s semiconductor catch-up to the global standard is uneven.
Therefore, broad estimates on China’s semiconductor capacity/innovation, like
five-year risk, obscure important nuances across the value chain. For example,
in aspects of semiconductor manufacturing, notably the design of logic chips,
China is much closer to the global standard, with an estimated gap of “only”
two years. Comparatively, China is much further behind in other aspects, such
as “ in memory chips, semiconductor manufacturing equipment (SME), and
assembly, test, and packing (ATP).”5? However, in practical terms, China’s
isolation from global markets means that it is as far from the global standard as
its weakest link. Chinese reliance on global markets stretches beyond just the
United States, although the U.S. plays a big role in pressuring other countries
to follow its course in its trade war against China. In particular, China relies
greatly on Japan, the Netherlands, South Korea, Taiwan, and the United States.
Mlustratively, China imported $8.75 billion of chip-making equipment in 2023,

60 Organisation for Economic Co-operation and Development (OECD), “Digital Govern-
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with the Netherlands making up 30% of that and Japan constituting 25%.6!
Examining the market share, in the fabless segment, the U.S. semiconductor
industry is the global leader; in terms of foundries, Taiwan and Japan remain the
leaders; and in manufacturing equipment, the global leaders are the Netherlands
and the U.S.62

Therefore, these predictions have little value as an honest assessment of
China’s progress in the overall semiconductor landscape or in communicating the
technological complexity of all parts of China’s current semiconductor industry,
but do still retain a practical time value given the unique nature of China’s
situation and lack of access to global trade.

4.2 Import Substitution Efforts

4.2.1 Domestic Manufacturers

Cut off from access to the United States due to entity list updates, and with
many of its workarounds cut off from additional updates, domestic manufactur-
ers, like Huawei, are increasingly critical to the development of China’s domestic
semiconductor sector.3 At a February 17th meeting between Xi Jinping and
Chinese technology executives, the founder of Huawei, Ren Zhengfei expressed
optimism on Huawei’s ability to succeed despite export controls due to recent
technical advances by both Huawei and its partners.’* Zhengfei has not always
been this sanguine: just months before in October 2024, Zhengfei didn’t believe
that Huawei had even “secured survival” and that they were “still struggling”
due to U.S. sanctions. But at the February meeting, Ren said that he was
leading a network of over 2,000 Chinese companies that are working together
to achieve Chinese self-sufficiency over the entire semiconductor value chain by
2028.54

However, outside assessments of China’s ability to achieve this, defining self-
sufficiency as complete independence, meaning all demand, supply, and intellec-
tual property, comes from within China, have been skeptical.?®> For one thing,
China debatably has an oversuppliance problem, where it is subsidizing more
than domestic demand can absorb, leading to exports, a phenomenon known as
overcapacity. This is typical of Chinese industrial cycles, which usually begin
with the entry of numerous firms, both public and private, that have scant ex-
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perience in the sector, entering a new industry. With such competition and firm
entry, the product margin is very small, incentivizing mass production that can
sometimes sacrifice quality. However, in contrast to the capitalist system where
failed firms simply leaving to make room for the few firms that can operate at a
high level, with a Communist economic system and government investment in
companies, market exit is very slow, as governments fall victim to the sunk cost
fallacy and try to predict these firms from the harsh realities of the market. As
a consequence, this system is inefficient and results in destabilizing boom and
bust cycles. While inefficient in certain aspects, this can lead to innovation at an
extremely low cost (in other words, if the companies respond to the necessity of
mass production by finding ways to maintain quality, leading to a more efficient
process, rather than sacrificing policy in pursuit of output).5

Without the ability to trade with Western markets, which is where the ex-
cess supply of overcapacity would usually go, China is effectively left subsidizing
subpar equipment for itself, furthering a feedback loop of continuing to use the
technology. Previously, China could at least export the equipment, the excess
supply, to receive money to buy higher-quality equipment in return, and also
reverse-engineer the technology to improve their own capabilities. These are
holdovers of how China entered the market in the first place. China entered
the lowest-skill, most mass-produced areas of the supply chain: namely, using
large amounts of low-skilled laborers to turn foreign wafers into semiconduc-
tors. The first firms in China’s fledgling industry were unsurprisingly foreign:
including TSMC in Nanjing, Intel in Dalian, SK Hynix in Wuxi, and Samsung
in Xian.%” However, China’s semiconductor industry has long roots: the earliest
beginnings can be traced to the Cold War in the 1950s and 1960s, with the So-
viet Union supporting China’s earliest semiconductor efforts. By the late 1960s
and early 1970s, basic transistors and integrated circuits, crucial components
of semiconductors, were being produced. However, progress accelerated after
China largely opened itself up to international trade in the 1970s, and Chinese
industrial policy began to treat semiconductors as a priority in the 1990s.6!

Besides the previously mentioned investments by China, domestic manufac-
turers are investing their own resources to close the gap between China and
the U.S. Huawei currently has two semiconductor manufacturing research facili-
ties: one each in Shanghai and Shenzhen, with Huawei spending $1.66 billion in
Shanghai alone and drawing personnel with experience with leading global com-
panies, such as TSMC.%8 These efforts appear to be yielding fruit, with Huawei’s
breakthroughs in the Mate 60 Pro smartphone in August 2023, following years
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of strict U.S. sanctions, surprising the world.*’ration Ascend 910B A.I. chips,
using a process released only in late 2022. Some observers commented that this
chip was only, at worst, 18 months behind Samsung and may even be just as
good in certain facets.??

However, a closer look reveals that these advances were not sustainable.
Specifically, in the step of lithography, Huawei was using a deep ultraviolet
(DUV) lithography machine rather than the more advanced extreme ultraviolet
(EUV) lithography machine.”® To pattern the same 7 nm chip, lithography,
which transfers circuit patterns onto the chip, EUV takes only a single exposure
to pattern a wafer, while DUV takes three or four rounds. With these extra
rounds, this not only consumes more resources but also increases the complexity
of an already complex process and sacrifices precision.

This places these feats from Huawei as a stunt and not a general statement of
sustainable mass production. The production costs for that chip were extremely
high, and therefore, the Ascend 910B A.I. chips were not mass-produced. The
yield rate for this process, the percentage of working chips on each wafer, was
20 percent, compared to the ideal of 90 percent.’® There are domestic efforts
to close this gap and develop commercially viable EUV systems. While the
full details are not known, one effort is being led by the Changchun Institute
of Optics, Fine Mechanics, and Physics (ciomp) and the Chinese Academy of
Sciences, with another likely involving Huawei.5"

Beyond simply a technology problem, there is a material problem for Chinese
lithography, specifically in photoresists. Numerous companies are working on
developing photoresists for Chinese use, such as Shanghai Sinyang, Xuzhou
Bokang, Jingrui, Nata Opto-electronic Material, and Red Avenue, which are at
various stages of developing photoresists for use in lithography. From a technical
software perspective, a partnership between Huawei and China’s leading EDA
company, Empyrean, is the best China has to offer, but other companies are in
the space, including GWX Technology, Primarius, Semitronix, Shenzhen Giga
Design Automation, UniVista, and X-EPIC.?? Apart from companies, China’s
universities are becoming involved to close the knowledge gap: with Southeast
University in Nanjing launching a National EDA Innovation Center in 2023,
with the express purpose of dismantling the U.S. “chokehold in EDA software.”
69

Beyond simply EUV, Huawei is using its considerable resources to facili-
tate the creation of a Chinese semiconductor ecosystem around itself.?> Huawei
created investment sources such as the Hubble Technology Investment and pro-
vided seed funding to companies in all areas of the semiconductor supply chain.
Huawei is additionally devoting its efforts towards closing the aforementioned
gap in EDA technology with its chip design arm HiSilicon.5°

Analyzing Chinese companies from a Huawei-centric perspective, however,
would be a gross oversimplification. In particular, Biren is one of China’s most
promising companies, especially relative to how it compares to the global gold
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standard.’? Biren, founded in 2019, attracted over $6.6 million in financing,
which broke the record for China’s domestic chip industry. In 2022, Biren re-
leased a general-purpose GPU chip (the BR100), which set a global computing
power record. The chip’s peak computing power was three times faster than the
best products of other manufacturers and it was “the first time a Chinese com-
pany had broken the international power record for general-purpose GPUs held
by leading global competitors”.??> Biren is certainly a global powerhouse and
a credible competitor to even companies such as NVIDIA. In terms of intellec-
tual property, Biren has 249 patents, 23 software copyrights, and 23 trademarks,
with the USPTO issuing 21 patents to Biren.?? U.S. export controls have stalled
Biren’s progress, but it is still expected to be a formidable competitor in the
GPU market, even compared to the best global standard.

4.2.2 Research and Development Initiatives

China’s adoption of its 14th Five-Year Plans has emphasised a focus on Chi-
nese independent manufacturing of semiconductors. This has been a significant
policy change from China’s position as the world’s largest consumer of semicon-
ductors, accounting for over half of the global chip sales. However, it is precisely
this dependency on imports for chips that has caused China to invest heavily
in domestic research and products.

To increase innovation and productivity in the semiconductor sector, the
Chinese government has undertaken two major policy actions:

1. Investing heavily in state-backed funds, subsidies, and tax breaks.

2. Providing lax controls and greater autonomy to some of the country’s
leading chip manufacturers over state-owned resources.

In 2014, the PRC launched the National Circuit Industry Investment Fund,
also called “the Big Fund”. The fund was financed by China’s Ministry of
Finance and China Development Bank, raising $21 billion in its first phase, and
was later distributed to at least 3,000 entities operating in the industry. While
economic scholars like Xin Yao and Jiajia Zhao have concluded that the Big
Fund improved the operational efficiency of semiconductor companies by a very
slim margin of 0.084, the Fund was marred by corruption.”® The former head
of the Ministry of Industry and Information Technology, chairman of the Big
Fund, and several senior executives were reported to be engaged in corruption.
The fund has also proven to be effective in de-stimulating when, in 2020, a
$20 billion government-backed startup in Wuhan collapsed without producing a
single wafer, which was a huge deal considering that government subsidies were
mostly targeted towards the expansion of wafer manufacturing capacity.”
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In addition to the Big Fund, the PRC employed a range of fiscal strate-
gies—including subsidies, grants, tax breaks, and low-interest loans—to sup-
port the domestic semiconductor industry. These measures produced uneven
results depending on a company’s size and reputation. Leading firms like Huawei
and SMIC successfully leveraged government subsidies to stockpile chip-making
equipment and buffer their supply chains against U.S. export controls.*” How-
ever, these generous incentives also triggered a surge of opportunistic firms into
the sector. In the first ten months of 2022 alone, over 58,000 integrated circuit-
related firms were registered, with more than 13,000 of them shifting from previ-
ously unrelated industries.”! This suggests that many of these companies lacked
genuine technological expertise and registered solely to capitalize on government
benefits, ultimately undermining China’s broader goals of fostering innovation
and high-quality industrial development. Such efforts, undoubtedly, hindered
China’s efforts for progress and innovation.

However, recognizing the lack of efficacy of such initiatives combined with
the increasing pressure from U.S. export controls on the Chinese import of chips,
the government introduced a new policy of greater private control over state re-
sources.” Companies like Semiconductor Manufacturing International (SMIC),
Hua Hong Semiconductor and Huawei, as well as equipment suppliers Naura and
Advanced Micro-Fabrication Equipment Inc China, have been allowed greater
access to additional government funding, including increased control over state-
backed projects, without having to achieve performance benchmarks that were
previously necessary. This increased liberalisation of the Chinese Semiconduc-
tor industry was coming at a time when the industry was seeing itself attacked
by U.S. restrictions on the export of advanced chips, while US-induced pressures
on the Netherlands led to the curbing of computer chip technology to China.”
However, this increase U.S. pressure led to PRC increasing investment on its
chip investment with an additional $40 billion in 202372 and the strengthening
of R&D tax incentives such that 120 percent of the cost of all R&D by Chinese
semiconductor companies could then be deducted from taxes.”

At the same time, the environmental impacts of existing wafer factory regu-
lations also initiated a change in the government subsidy model. Wafer factories
had to now obtain orders first and have a certain degree of capacity utilization
to get government subsidies. This shift made Chinese wafer fabs more active
in attracting customers through different strategies, like low pricing. Compared
with the previous subsidy model, this incentivized local fabs and IC design
companies to expand their business.”
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Policy changes such as these have been linked to certain successes, like
Huawei’s release of the Mate 60 smartphone series in 2023, featuring a seven-
nanometer chipset manufactured by SMIC. The achievement was considered a
major leap forward as SMIC had been able to manufacture seven nanometer
chipsets in two years from the conventional fourteen nanometers without ac-
cess to foreign technology, however, companies like TSMC and Samsung had
taken almost five years to reach the same level with access to the global chip
supply chain,*” but before the release of the Mate 60 smartphone series by
Huawei, TSMC and Samsung had already been ramping up for 5 nanometer
and 3 nanometer chips which were slated for 2022.76 Despite this, China is still
not at the global state of the art for semiconductor manufacturing, but the gap
between the peak technological level of China and that of the rest of the world
has shrunk, massively.

So far, the greatest investments by the Chinese government have been in the
following sectors:

I Wafer factories, as discussed above
IT Gallium Nitride
IIT Chiplet packaging
IV NAND technology

V Lithography & IC manufacturing
VI RISC-V

One of China’s strengths in the semiconductor industry has been its large-
scale production of gallium nitride and silicon carbide, and dramatic expan-
sion in the foundries and markets of such products. Currently, China is a
primary producer and exporter of both primary and refined gallium, cornering
a staggering 98 percent of the worldwide primary low-purity gallium produc-
tion.® Gallium Nitride on silicon can power electronics across diverse industries,
from consumer chargers and power supplies, electric vehicles, data center power
management, to defense technology like military radars and aerospace systems.
China has already smartly invested in 25 projects in both Silicon Carbide and
Gallium Nitride at a cost of $10.9 billion. Of those figures, China has around 14
production lines for 6-inch Silicon Carbide wafers, in combination with HDSC,
Sanan IC, and Tankeblue.”®

Interestingly, the U.S. defense industry already relies heavily on GaN semi-
conductor technology for advanced radar systems and other applications.® To
curb U.S. access to these minerals, China announced control export restrictions
on gallium to the United States, exacerbating the vulnerability of the United
States’ gallium supply chain. As a result, there have been growing concerns

76Mark LaPedus, “China Accelerates Foundry Power Semi Efforts”, 2021,
https://semiengineering.com/china-accelerates-foundry-power-semi-efforts/
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about the depletion of gallium stocks in North America, especially for advanced
semiconductor chip manufacturing in the U.S. industry.

Similarly, China has invested in and created initiatives to optimize the supply
chain and packaging for chiplet technologies. The Chinese government has made
active strides to address such issues. Established in 2023, the “Advanced Cost-
driven Chiplet Interface (ACC 1.0)”, created by the China ChipLet League, pro-
duced a chiplet alliance and the first chiplet technical standard, which focused
on optimizing China’s packaging and substrate supply chain through chiplets
and expanding packaging technologies. Despite this, there have been concerns
that not all chips are suitable for chiplets, citing examples like increased require-
ments of IP in consumer products and advanced packaging technology, which
are “not China’s strength.” "

The private sector has also taken the lead on such initiatives. Huawei has
been pursuing R&D for designs using chiplets, with packaging becoming a key
part of production. Back-end packaging is being designed into the produc-
tion process, from EDA tools—on which Huawei has collaborated with domestic
packaging giants like JCET and Tongfu to create its own EDA tools—to in-
tegration of IP from companies such as ARM, and 3D packaging designs that
enable greater functionality with semiconductors at varying levels of complexity.
Government R&D efforts have also been pursued under the National Natural
Science Foundation of China, which released the 2023 project guide for the Sci-
entific Basics Major Research Plan for Integrated Chip Frontier Technology and
included support for research on 2.5- and 3D packaging.%?

At the same time, China has also been attempting to focus innovation on
memory and mature node logic foundries. Since 2016, the Chinese government
has invested $16 billion into state-owned memory fabs to develop China’s do-
mestic 3D-NAND Flash and DRAM industry, and the efforts have yielded some
success. Companies like YMTC, that rely on more than $24 billion in govern-
ment subsidies, have evidenced by now, shipped and are producing the highest
density 3D NAND. Their product Xtacking 3.0 is the densest commercial 1Tb
TLC NAND at 15.2Gbit/mm2 a, utilizing a similar 6-plane architecture with
a 2.4Gbps data rate, can easily be compared to Micron’s 232-layer NAND in
terms of performance.”” Other companies like Dongxin Semiconductor Co. Ltd
have also received funding to conduct advanced testing on the integration of
3D-NAND components into China’s 5G infrastructure.”®

China’s expertise in mature-node chips—those manufactured at 28 nanome-
tres (nm) and above—has been well-established. G7 members and other nations
have as such raised concerns that this could result in potential chip dumping,
thereby driving down prices and luring companies in the UK and South Korea
into dependency on Chinese chipmakers. This would lead to the dominance of
Chinese mature nodes in a strategically vital part of the semiconductor indus-
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try. 79

Lithography has, historically, been a particular weakness of China. The
country has faced consistent difficulties in developing its own lithography tech-
nology and relies heavily on companies like ASML to provide the needed equip-
ment. To remedy this situation, the CCP launched a lithography machine re-
search project in 2002, a part of the National High-Tech R&D program, that led
to the formation of 45 institutes that once developed projection lithography ma-
chines into one company-the Shanghai Micro Electronics Equipment (SMEE),
government backed semiconductor manufacturing firm, which focused specifi-
cally on developing lithography and EUV technologies.®” It developed the first
Chinese produced lithography machine under 100 nm in 2007. However, because
most of the components of this machine were imported, Western countries im-
mediately imposed an embargo. The embargo stopped the mass production of
the machine.3!

China’s partnerships and relations with other countries in the semiconductor
industry have been defined by the Wassenaar Agreement. China is not a part
of this Agreement that lays down several important provisions for the trade
of the latest technology amongst the 31 member nations. Such exclusion has
fed into the ‘N-2’ generation gap that refers to China lagging behind Western
nations technologically, by two generations.®! The results of such have caused
repeated export controls by the U.S. and a high dependency on the exports
of semiconductors by leading firms from countries like the Netherlands, Japan,
and the U.S. This “N-2” behavior has also prevented the pioneering of Chinese
production of semiconductors by the imposition of embargoes.

So, to push for the production of domestic lithographic materials, the Chi-
nese government enacted Special Project 02, under the Chinese government’s
‘National Outlines for Medium and Long-term Planning for Scientific and Tech-
nological Development’ program. The 02 Special Project focused on circuit
integration and peripheral equipment manufacturing, where domesticating the
lithography machine supply chain was one of the top priorities. The project
gathered select domestic companies in subfields of lithography equipment man-
ufacturing and provided them with funding to produce materials for advanced
lithography.&°

SMEE has been a recipient of many such grants from Project 02 and has
gradually risen to the position of the primary designer of made-in-China lithog-
raphy equipment components. To date, the company’s most advanced tool is
the SSX600, which can be used to make chips on 90nm, 110nm, and 280nm
process technologies.? In 2024, the SMEE applied for a patent for ‘extreme

" Ardi Janjeva, Seoin Baek, and Andy Sellars, “China’s Quest for Semiconductor Self-
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ultraviolet (EUV) radiation generators and lithography equipment’ to the Na-
tional Intellectual Property Administration of China. China’s ability to produce
EUV equipment can be considered revolutionary for its development of semi-
conductors.®3

SMEE’s patent filing represents a significant step forward in China’s efforts
to develop its own EUV lithography tools. Shanghai Microelectronics Equip-
ment is not the only company in China that has filed a patent concerning EUV
lithography. Huawei, too, filed an EUV system-related patent in China back in
2022. These patents hold significance in China’s push to become independent in
terms of semiconductor manufacturing. If SMEE produces advanced DUV and
EUYV tools, China will be able to reduce its reliance on foreign firms like ASML
for such materials and gain ground in the global semiconductor market.54

Another sub-industry that China has been making investments in is ad-
vanced ISA models. The Reduced Instruction Set Computing Five (RISC-V),
is a type of ISA that is smaller, processes faster speeds, and is easily adaptable
to various applications as compared to ISAs like CISC. In recent years, momen-
tum has been building from major tech giants eager to build products based on
RISC-V, which has become the first market alternative for many years.

There are over 300 companies in China developing products using RISC-V
technology. In 2021, the Beijing Municipal Bureau of Economy and Information
Technology established the Beijing Institute of Open Source Chip. With support
from the Municipal Science and Technology Commission and the Administra-
tive Committee in Zhongguancun, the institute has built a collaborative model
linking industry and academia, which has been instrumental in developing and
applying RISC-V technology. The initiative aims to increase RISC-V adoption,
with leading Chinese experts viewing its open and flexible architecture as a po-
tential disruptor to Nvidia’s CUDA software dominance. A notable achievement
of the initiative was the release of a laptop powered by a RISC-V-based Alibaba
processor.®0

Other government investments have included the establishment of the China
RISC-V Industry Alliance, which comprises 194 members and helps attract new
talent and startups to China, amplifying China’s global RISC-V influence; and
the formation of the RISC-V Patent Alliance, which seeks to consolidate and
defend IP related to RISC-V.

RISC-V could be invaluable to the PRC. It could disrupt the long-standing
duopoly of conglomerates like Intel and ARM, and reduce the United States’
ability to exercise control over parts of the semiconductor industry. RISC-V
signifies a strategic attempt by the Chinese government to break out of the cycle
of export controls led by the United States by leveraging open-source hardware.
There is a clear strategic goal to increase the development of such hardware
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in the use of RISC-V, which could potentially heighten geopolitical tensions
but reduce supply chain vulnerabilities. Most importantly, it would strengthen
China’s primary goal in the semiconductor industry: self-sufficiency.8?

5 Designing New Export Controls

5.1 Policy Objectives

To determine the optimal next step for U.S. export controls, it is crucial to
analyze the following overall policy objectives: national security goals, economic
considerations, and international cooperation requirements.86

5.1.1 Three Implementory Pillars

It is a common misconception of political and general entities that using export
controls is a binary argument of whether it should be applied or not; however,
it is more efficient to weigh the nuances for the long run.'°*The effectiveness of
implementing international export controls largely depends on three pillars: (1)
authority, (2) capacity, and (3) will. In brief, authority includes the laws, tools,
and mechanisms a nation possesses to enact controls when desired. Capacity
is the funding, human resources, and technology required to execute export
controls at a specific time. Will is the political inclination of a nation to use its
authority and capacity for a purpose. Together, these components determine the
likelihood that an export control decision is viable and beneficial for a nation.*?

5.1.2 The U.S. Export Control Position

A. Authority

The current U.S. export control regime uses a “divide and conquer” strategy
to apply robust statutory authority. The Department of Commerce (DOC)
uses its Export Administration Regulations (EAR) to regulate dual-use and
less sensitive technology trade, the Department of State (DOS) leverages the
International Traffic in Arms Regulations (ITAR) to monitor military-grade and
licensed weapons dealing, and the Department of Treasury (DOT) relies on the
Office of Foreign Assets Control (OFAC) to oversee exports regarding financial
sanctions. Many control mechanisms have been legalised and enacted as tools to
supplement these departments, such as list-based, end-use, and service controls.
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Another key advantageous policy measure is one of extraterritoriality, which
expands U.S. controls to foreign products that have components with a direct
U.S. origin, through the Foreign Direct Product Rule (FDPR) and A.I. Diffusion
Framework. This provides a wide toolkit for enforcement in the U.S. trade
ecosystem, which exceeds the authority baseline.*?

B. Capacity

The U.S. administrative capacity to execute export controls far exceeds that
of most other nations, with specialized personnel in the bureaucracy, separate
government funding in recent years, and technological infrastructure that en-
ables its broad reach.8” Despite U.S. leadership in this pillar, resources are
becoming more and more constrained.®® As a part of the U.S. DOC, the Bu-
reau of Industry and Security (BIS) regulates exports of technology, software,
and commodities under EAR. Consisting of its Export Administration, Office of
Exporter Services, and Office of Technology Evaluation, the BIS is responsible
for analyzing export data for EAR items, reviewing BIS license applications, and
assessing global trade trends to make informed decisions.° Although given the
rising threat landscape, increase in export-controlled items, and greater inter-
national pressure, the BIS budget has not increased proportionally to efficiently
handle the required export control regime. The primary barriers are a lack of
investment and knowledgeable staff. The agency would need approximately a
$44.6 million increase in annual funding to account for staffing, modernizing
technology, creating a classified space, and a stronger regime. This minimal in-
vestment (in comparison to the U.S. budget) could lead to a 5 to 10x productiv-
ity boost for BIS analysts. This highlights the call for restructuring government
funding priorities to better suit the present and expected future sophistication
of allied and rival export control strategies.®®

C. Will

The U.S. government has demonstrated consistent use of authority and ca-
pacity to administer export controls, exceeding that of most foreign entities,
but political will involves important nuances. A recent example is the BIS’s im-
plementation of advanced computing, circuitry, and A.I. model weight export
controls on January 15, 2025, displaying a domestic push for controls in the
new presidency. Another change is using controls as a geopolitical tool through
new presumption-based licensing, which allows denial of exports to strategic
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rivals and approval for U.S. allies. The BIS 2025 regulations have expanded
certain restrictions to a universal scale, showing the willingness to assert broad
authority even at the risk of diplomatic pushback. Even with many export con-
trol decisions being bipartisan, the enforcement and specific direction of export
controls are contingent on political pressures, election cycles, public sentiment,
national interests, and international considerations.”® While the U.S. has the
institutional authority and capacity to develop stricter controls, the calibration
of these tools remains bound to shifting priorities and strategic calculations of
governing bodies.

I. National Security Goals

National security goals are the overall objectives nations strive to accomplish
in the interest of citizen safety, encompassing protection, social stability, and
international diplomacy. With A.I. semiconductor technology as a rising focus
of global competition, restricting trade through export controls is becoming
a major national security priority. Understanding and quickly aligning with
this renewed landscape is crucial to further U.S. innovation, prevent rivals from
acquiring vital technology, and facilitate future international agreements.

1. Preserving U.S. Technological Leadership

Maintaining U.S. leadership in the global technology race, especially for
A1, is crucial for national security, giving the U.S. the upper hand and sup-
porting economic competitiveness. As a technology leader, the U.S. has the
leverage to shape global norms and standards for tech development, directly
influencing emerging innovations. An example of a crisis that occurred with-
out strong enforcement measures in place to preserve U.S. leadership is China’s
rapid dominance in critical sectors of A.I. and digital infrastructure. In 2017,
China announced its goal of leading A.I. development by 2030, and it has so far
surpassed the U.S. in several A.l. technologies, showing a clear example of the
effect of weak countermeasures.’’ To align with the evolving trade and innova-
tion landscape, it is essential for the nation to become cognisant and take steps
to further U.S. dominance.

2. Accelerate Nationwide Adoption and Responsible Use of A.I.

Although A.L. is a somewhat integral part of life for many U.S. people, ex-
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ploiting the full potential of A.I. throughout the business and governing sectors
can bring economic growth, increased employment, and an overall higher quality
of life. The U.S. requires a new focused national security goal of promoting the
adoption of A.l. across government and critical areas, both removing bureau-
cratic barriers while upholding ethics, civil rights, and privacy.”?> Without pri-
oritizing A.I. adoption, rivals like China may rapidly become tech powerhouses,
especially with China’s notoriety for adapting quickly.”® Key technologies like
A 1. semiconductor chips play a role in widespread domestic distribution, and
following a thorough and protected export control regime can safeguard this
future.

3. Protect Critical Infrastructure and Supply Chains

Shielding important global supply chains and infrastructure from foreign
interference, cyberattacks, and supply disruptions is vital to maintain U.S. eco-
nomic stability, preserve national security, and technological competitiveness.
Disruptions can halt production in critical industries, causing large-scale short-
ages of commodities, high prices for consumers, and delays in fast-moving sectors
like healthcare and defense. Major U.S. defense systems rely on semiconductors
as well, and sudden interruptions to supplies can undermine military operations.
A concrete example took place during the 2021 global chip shortage, which had
drastic consequences on the U.S. automotive industry, leading to losses of over
$210 billion and a 12% drop in global car sales compared to previous years.?* In
order to enforce shielding mechanisms, diversifying suppliers, increasing domes-
tic manufacturing, and enhancing transparency by requiring companies to map
supply chains can make a big difference in risk aversion and management for
future years. With expanding export controls, it is becoming increasingly nec-
essary for people to become aware of the nuances that can directly or indirectly
affect businesses and the economy as a whole.

4. Promote Multilateral Cooperation and International Trade
Standards

International export control agreements are crucial in differentiating an ef-
fective regime from one that backfires. In brief, multilateral and plurilateral
coordination reduces supply alternatives for rivals, promotes innovation, en-
hances IP protection, and creates a more level playing field in comparison to
unilateral regimes, which are often easy to bypass as a rival through third-party
sourcing. A strategic cooperation that had many benefits in the past was the
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United States-Mexico-Canada Agreement (USMCA) of 2020. After its imple-
mentation, North American trade surged by 50%, expanded market access for
U.S. products, increased internal investment by 134%, and created 17 million
more jobs across the continent. It also provided a stable supply chain system
for the three nations, helping the three countries compete more effectively with
China and other rivals.””> Participating in more multilateral movements that
align with U.S. goals can take this achievement further, giving the U.S. leverage
over China with more resilient regional supply chains in critical industries.

I1I. Economic Considerations

Understanding economic factors that could affect export controls is an es-
sential step in designing new control policies because strong control frameworks
achieve security and policy objectives without disrupting domestic industries’
competitiveness in the long run.’® In order to take economic considerations into
account when designing policies, policymakers should conduct economic impact
assessments, weigh whether the costs outweigh the benefits, and consult with
allies and partners to align objectives. Poorly calibrated controls can back-
fire on the nation and result in chain reactions throughout the economy, with
devastating financial risks like weakening crucial industries and drastically re-
ducing innovation.?” The following goes into more detail about baseline aspects
of economic impact to consider when creating export control policies, including
domestic effects, supply chain harm, the possibility of retaliation, fiscal impacts,
and enduring results. With careful investigation and analysis of proposed control
policies, the U.S. can ensure new measures are successful without devastating
unintended consequences on the infrastructure it seeks to protect.

1. Domestic Impact on Industries and Prices

When used irrationally without strategic planning, export controls can limit
U.S. industry access to international export markets, which can lead to enor-
mous damage to the economy and businesses with excess supply and downward
pressure on prices. In 2022, the US semiconductor industry’s export restric-
tions on Chinese firms backfired, causing U.S. revenues to drop by 8.6%, which
later resulted in a 6.6% employment decrease among affected domestic suppliers.
This was due to losing access to large export markets in China, and it caused
an extreme excess in supply and lowered prices, harming businesses and making

95Vaibhav  Tandon, “Reflecting on the Impact of the USMCA”, 2024,
https://www.northerntrust.com/europe/insights-research /2024 /weekly-economic-
commentary/reflecting-on-the-impact-of-the-usmca

9ohn Villasenor, “The Tension Between A.I. Export Control and U.S. A.I Innova-
tion”, 2024, https://www.brookings.edu/articles/the-tension-between-ai-export-control-and-
u-s-ai-innovation/

97Joanna Bonarriva, Michelle Koscielski, and Edward Wilson, “Trade Impact Analysis”,
2009, https://www.usitc.gov/publications/332/ID-23.pdf

42



re-entry challenging.’® To avoid this in the long-run, export control designers

must create risk management pathways, including stimulating domestic demand
for affected products with targeted investment and creating incentives, altering
product design to minimize sensitive import reliant components, diversifying
supply chains, and finding new export markets that are not at risk of US export
control implementation.?® Domestic impact is an important factor to consider
when making policy decisions regarding trade barriers, especially because more
often than not, there is a high potential for retaliation or backfiring.

2. Retaliation and Escalating Trade Barriers

In many cases, implementing a threatening export control regime pushes
the rival nation to retaliate with more trade barriers, worsening the impact for
both countries. These escalating trading barriers are a common occurrence in
the U.S. and China’s diplomatic relationship, and need to be addressed and
planned for when designing controls. In the aforementioned example of the U.S.
semiconductor industry export restriction on Chinese firms, a part of why it
backfired was due to China’s swift retaliation by banning critical mineral exports
that were used to design semiconductors throughout the U.S., directly harming
critical sectors of defense and innovation.?® Typically, this “tit-for-tat” situation
results in many damages, such as global supply chain disruption, increasing
costs for manufacturers in both countries, losing key input access, narrowing
global markets, and undermining the economic stability and innovation levels
for both locations.’®® Although there is no way to fully avoid retaliation, it can
be strategically maneuvered around, through building multilateral coalitions to
reduce vulnerabilities, establishing negotiation and dialogue frameworks with
China, and adjusting and reviewing controls over time to minimize collateral
damage to domestic commerce.'®! Thoughtful preparation, collaborations, and
niche controls can be very effective in the long run.

3. Fiscal and Consumer Impacts

U.S. tariffs and export controls act as a double-edged sword, as they are de
facto taxes and increase federal revenue and limit U.S. competition in certain
sectors, but also make it costlier for domestic businesses, therefore disincentiviz-
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ing consumers. The 2025 Trump administration tariffs are projected to increase
federal tax revenue by $156.4 billion this year, allowing critical government sec-
tors to have necessary funding. Conversely, this action is projected to raise costs
for businesses and consumers, and create an additional average household tax
burden of $1,183 this year alone.'°? In future years, it will increase further,
decrease household and market income, and narrow consumer choice. There
are methods to minimize the economic collateral, including developing export
controls with a narrower market scope, consistently reviewing export controls,
and coordinating with trading partners to reduce retaliatory risk.'®® The most
effective and viable export controls for the long term require careful navigation
to minimize potential costs and maximize benefits.

4. Market Diversification and Long-term Adaptation

The last major economic factor to consider is the possibility of rivals using
alternative markets and suppliers once export controls are implemented against
them, and this is recognized as an expected response from a nation that can be
prepared for. China’s responses to 2025 export controls and tariffs, when the
U.S. export market to China decreased, Chinese firms focused on increasing self-
sufficiency and turned toward alternative markets and improved trade with the
Association of Southeast Asian Nations (ASEAN) countries, like Malaysia, Sin-
gapore, and Vietnam.'% This significant form of market diversification eroded
U.S. export market share, fragmented global supply chains, raised transaction
costs, and made it more difficult for U.S. businesses to re-enter fast-growing
areas with a now-narrowed market scope. To solve this obstacle, U.S. pol-
icy makers must use export controls selectively when collaborating with allies
to reduce retaliation risks, support domestic industry adaptations shifting to
self-sufficiency or ally-based sufficiency, and continue engaging in diplomatic
and economic dialogue amongst international manufacturing bodies. Setting up
these necessary backup measures can prevent export control measures from be-
ing rendered ineffective if rivals find quick alternative suppliers, or worse, cause
controls to backfire on the U.S. itself.

ITI. International Cooperation Requirements

Although export controls are enacted by individual countries, the necessity
of multilateral cooperation among allies for export control regimes is widely rec-
ognized to be crucial to success. Without international coordination, rivals can
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quickly bypass unilateral controls by purchasing from another supplying country
without the restrictive controls.!%> Policy makers can act on this by meeting
with international representatives to craft controls that could benefit both par-
ties, clearly explaining the end goal the nation has, forming broad coalitions
for highly specific controls, and fostering transparency among collaborators. %6
Designing multilateral efforts, complying with international standards, retain-
ing secure connections with solid security, parallel enforcement, and ongoing
dialogue can help create highly functional and effective trade regimes for many
countries.

5.1.3 Contextualizing the Three Pillars

In the context of U.S. international affairs, the authority, capacity, and will
of allied nations play a multifaceted role in trade decisions and strength, but
U.S. efforts can influence this to create more alignment. To coordinate global
export controls, representatives from 30-50 like-minded member countries come
together to agree on items, establish criteria for export license authorization,
and share information on control evasion efforts. Typically, these coalitions
operate with membership policies by consensus, so securing agreement can be
quite challenging with differing opinions and national goals. In the past, the
difficulty could be alleviated to a degree by following the authority, capacity,
and will framework, which highlights the three factors necessary for effective
controls for any country. This is also a tool that can be leveraged by diplomats.
Former U.S. officials have stated that allied governments did not understand
the U.S.’s justification for implementing China-specific controls, and officials
took the authority nations had for granted, without convincing nations to use
their capacity and will. Clear communication and more transparency are es-
sential to help foreign nations see the U.S. perspective. If there are significant
shortfalls in capacity for allied countries, high-level communication is even more
critical to convince allies of the importance of denying adversarial access to key
technologies.'0”

1. Multilateral Coordination and Alignment with Allies

Harmonizing export regimes with partnered nations is a necessary measure
to take to prevent rivals from quickly leveraging alternative markets and reduce
retaliatory risks, as the full export control burden is not just on one nation,
but rather many. The trilateral export controls agreement between the U.S.,
the Netherlands, and Japan on semiconductor manufacturing equipment in 2023

105 Trg e Compliance, “Export Control Analysis”, 2024,
https://www.tradecompliance.io/node/61

106 Martijn Rasser, “Rethinking Export Controls: Unintended Consequences and the New
Technological Landscape”, 2020, https://www.cnas.org/publications/reports/rethinking-
export-controls-unintended-consequences-and-the-new-technological-landscape

107Gregory C. Allen and Isaac Goldston, “Al  Export Controls Anal-
ysis”, 2025, https://csis-website-prod.s3.amazonaws.com/s3fs-public/2025-
03/250314_Allen_AI_Controls.pdf?Versionld=t EDXBBOHSccmcS0c7FM0s.E5184mrvqY
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caused Chinese imports to drop by 15.44% in 2023, which was the largest annual
fall on record, highlighting the sharp impact of such restrictions.'®® Combining
capacity and funding allows for much stronger export control regimes, and the
U.S. can push for stricter enforcement regulations in allied countries, similar to
the U.S.’s FDPR, to maximize authority. The U.S. has an attractive, authori-
tative export control environment, which is helpful in coordinating multilateral
fronts, where the U.S. often takes the lead. Aligning with allies reduces potential
regulatory loopholes that rivals may try to follow, increases the impact of the
regime for the long and short term, and reduces the enforcement burden, mak-
ing it a very viable step in export controls, especially regarding China-specific
measures.

2. Compliance with International Agreements and Nonprolifera-
tion Norms

Adhering to global treaties and conventions is crucial in ensuring that export
controls support multi-national goals and that they do not undermine interna-
tional access to technology for peaceful purposes. International agreements and
nonproliferation norms exist to ensure nations uphold order, reduce bias, create
standards, and follow ethics, and they maintain a fragile balance between su-
perpowers, which is exactly why it is vital to value these norms with every new
policy decision. When the Nuclear Suppliers Group (NSG), a group of nations
that supply standard nuclear equipment as a way to prevent proliferation of nu-
clear weapons without authorization or for illicit purposes, implemented export
controls, they received backlash from developing nations because of infring-
ing on nuclear tech access under the Nuclear Non-Proliferation Treaty (NPT).
Without considering current standards, the NSG put out export control policies
that went against the “inalienable right” of the NPT, illustrating the tensions
that arise when standards are not followed.'®® Ensuring that commitments are
aligned and followed allows export controls to reinforce global commitments,
maintain international trust and cooperation, and support equitable technology
access for conflict-free purposes.

3. Information Sharing Mechanisms and Enforcement

Another aspect of international cooperation is clear communication, and
establishing robust information exchange channels, verifying end-use, and con-
ducting joint enforcement actions enables this. Relevant to the prior example,
the NSG developed a secure Info Sharing System (NISS), managed by the U.S.,

108 Jingyue  Hsiao, “2023  China  Memory  Chips Semiconductors”, 2024,
https://www.digitimes.com/news/a20240116VL200/2023-china-memory-chips-
semiconductors.html

109Tan  Anthony, Vitaly  Fedchenko  and Christer ~ Ahlstrom, “Reform-
ing Nuclear Export Controls: Future Nuclear Suppliers Group”, 2007,
https://www.sipri.org/publications/2007 /reforming-nuclear-export-controls-future-nuclear-
suppliers-group
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that enabled 49 member governments to exchange notifications on relevant mat-
ters. This improved the effectiveness and efficiency of the nonproliferation work,
prevented unauthorized access, and ensured timely communication efforts.!19 In
summary, maintaining proper information sharing mechanisms helps detect and
prevent illicit transfers, build mutual trust among supplier states, and protect
sensitive technology.

4. Dialogue, Dispute Resolution, and Avoiding Retaliatory Mea-
sures

Ongoing dialogue and diplomatic engagement prevent retaliation, resolve
disputes, and reduce misunderstandings, which could otherwise swiftly harm
supply chains at the international level. A prominent mediator that has solved
many problems in international trade is the World Trade Organization (WTO)
dispute resolution mechanism, which has mediated many trade disputes success-
fully, including high-profile cases of semiconductor trade disagreements, leading
to negotiated settlements and preventing damaging retaliation.!'! These mech-
anisms also work to strengthen connections and foster trust among trading
partners, which are essential for long-term cooperation. Through prioritizing
diplomatic engagement and establishing channels for dispute resolution, policy-
makers can preserve global security and remain resilient in the face of change.

5.2 Technical Parameters

Export controls serve as critical instruments in regulating the dissemination of
sensitive technologies that possess both civilian and military applications. In the
realm of advanced computing and semiconductor technologies, technical param-
eters such as performance thresholds, manufacturing equipment specifications,
and software and intellectual property (IP) restrictions are pivotal in delineat-
ing the boundaries of permissible exports. These parameters are meticulously
defined to prevent the proliferation of technologies that could enhance military
capabilities or undermine national security.

5.2.1 Performance Thresholds

A. Adjusted Peak Performance (APP)

The Adjusted Peak Performance (APP) metric, introduced by the U.S. De-
partment of Commerce’s Bureau of Industry and Security (BIS), quantifies a
computing system’s capability to perform floating-point operations per second

10 Department of Energy, “NNSA Launches New Web Platform to Support Nonprolifer-
ation Work”, 2020, https://www.energy.gov/nnsa/articles/nnsa-launches-new-web-platform-
support-nonproliferation-work-nuclear-suppliers-group

11 World Trade Organization (WTO), “Dispute Settlement”,
https://www.wto.org/english/tratop_e/dispu_e/dispu_e.htm
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(FLOPS). This metric is instrumental in assessing the potential use of comput-
ing systems in nuclear weapons simulations and other military applications. Ex-
port controls often set APP thresholds to restrict the export of high-performance
computing systems that exceed specified computational capabilities.?® Image
1 (see below) visually delineates these thresholds by plotting systems based on
Total Processing Performance (TPP) and performance per die area, thereby
distinguishing between export-controlled data center-class chips and less re-
stricted commercial-grade processors. By mapping APP against physical and
architectural characteristics, the BIS provides a clearer regulatory framework
to identify chips subject to licensing, especially those optimized for A.I. and
high-throughput processing applications.!?

B. High-Bandwidth Memory (HBM) Controls

High-Bandwidth Memory (HBM) is integral to advanced computing sys-
tems, particularly in artificial intelligence (AI) and machine learning applica-
tions. Recognizing its strategic importance, BIS has implemented new controls
on HBM, specifically targeting memory stacks with high bandwidth density.
These controls aim to prevent the export of HBM technologies that could sig-
nificantly enhance data processing capabilities in A.I. training models and su-
percomputing applications.?®

C. Performance Density Thresholds

To address potential circumvention of export controls, BIS has introduced
performance density thresholds, which consider the computational performance
relative to the physical size of the chip. This approach ensures that restric-
tions apply to compact, high-performance chips that could be used in advanced
military systems, even if they do not exceed traditional performance metrics.??

D. Aggregate Transaction Caps

Export controls are increasingly using aggregate shipment limits to restrict
exporting high-performance A.I. chips. One notable implementation is the U.S.
cap on Total Processing Performance (TPP): for example, until 2027, there
is a global ceiling of approximately 790 million TPP units. This is roughly
equivalent to 50,000 Nvidia H100 GPUs per country. Once a country exhausts
its TPP allocation, further exports require special licensing, even for entities
under existing license exceptions. This mechanism ensures nation-level enforce-
ment, complementing chip-level APP thresholds by imposing hard caps on to-

12Hanna Dohmen and Jacob Feldgoise, “A Bigger Yard, A Higher Fence: Un-
derstanding BIS’s Expanded Controls on Advanced Computing Exports”, 2024,
https://exportcontrol.lbl.gov/a-bigger-yard-a-higher-fence-understanding-biss-expanded-
controls-on-advanced-computing-exports/

48



Datacenter Chips Non-Datacenter Chips

NAC-Eligible

NAC-Eligible

0o Not Controlled

Total Processing Performance (TPP)

500 Not Controlled 800

Performance Density (PD)

Figure 6: A Bigger Yard, A Higher Fence: Understanding BIS’s Expanded
Controls on Advanced Computing Exports!!2

tal deployment.''3 Additionally, small-scale exports, such as shipments under
around 1,700 GPUs, can proceed under government notification rather than full
licenses, expediting low-risk transfers to universities, research labs, and medical
institutes. This tiered model balances security with the need to support civilian
R&D and academic work.!

5.2.2 Manufacturing Equipment Controls

A. Semiconductor Manufacturing Equipment (SME)

The production of advanced semiconductors relies on specialized manufac-
turing equipment, including photolithography machines, etching tools, and de-
position systems. Export controls have been expanded to include 24 types of
semiconductor manufacturing equipment, with the intent of hindering the de-
velopment of advanced-node semiconductors in countries of concern. These
controls are designed to impede the production of technologies that could be
utilized in next-generation weapon systems and A.I. applications.!!®

113Karen Freifeld, “How the new A.L chip rule from the US will work”, 2025,
https://www.reuters.com/technology /artificial-intelligence /how-new-ai-chip-rule-us-will-
work-2025-01-13/

H4Harry Booth, “How China is Advancing in A.I. Despite U.S. Chip Restrictions”, 2025,
http://time.com/7204164/china-ai-advances-chips

115 Byreau of Industry and Security (BIS), “Commerce Strengthens Export Controls
to Restrict China’s Capability to Produce Advanced Semiconductors for Military Ap-
plications”, 2024, https://www.bis.gov/press-release/commerce-strengthens-export-controls-
restrict-chinas-capability-produce-advanced-semiconductors-military
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Beyond the generalized foreign direct product rule (FDPR), export controls
now utilize a “Footnote 5 FDP Rule” tailored for SME. Under this rule, any
foreign-made SME that is a direct product of U.S.-origin technology, or con-
tains components produced by plants using U.S. technology. This is destined
for entities listed with ‘Footnote 5’ (a designation for heightened-risk Chinese
semiconductor firms) and subject to full EAR licensing.!1?

B. Entity List Additions

In conjunction with equipment controls, BIS has added numerous Chinese
entities to the Entity List, thereby requiring U.S. companies to obtain licenses
before exporting specified items to these organizations. This measure targets
firms involved in semiconductor fabrication and manufacturing, aiming to re-
strict their access to critical technologies necessary for producing advanced semi-
conductors. !5

5.2.3 Software and Intellectual Property Restrictions

A. Electronic Design Automation (EDA) Software

Electronic Design Automation (EDA) software is essential for designing and
verifying complex semiconductor chips. Recognizing its strategic value, the
U.S. has imposed restrictions on the export of EDA tools to certain countries,
notably China. These restrictions aim to curtail the development of advanced
semiconductors that could be employed in military applications.!!6

B. Intellectual Property (IP) Considerations

Export controls also extend to the transfer of intellectual property related
to sensitive technologies. This includes restrictions on licensing agreements,
technical data, and proprietary designs that could facilitate the development of
advanced military systems abroad. By controlling the dissemination of such IP,
export regulations seek to prevent the unauthorized replication and advance-
ment of critical technologies.?®

C. License Exception ACE for Cybersecurity Items

Export control measures have broadened to encompass ‘Authorized Cyber-
security Exports’ (ACE), a license exception under EAR § 740.22, covering new
ECCNs: 4A005, 4D004, 4E001.c, 5A001.j, and 5A004.b. These ECCNs reg-
ulate both intrusion software (tools that evade detection or subvert systems)

116 pinancial Times, “Donald Trump orders US chip software suppliers to stop selling to
China,” 2025, https://www.ft.com/content/2c0db765-03ac-4820-8a02-806469848bee
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and network surveillance/extraction tools. While these items are generally con-
trolled, ACE permits exports to “favorable treatment” end users, such as U.S.
banks or medical institutions, for legal cybersecurity and incident response, pro-
vided the exporter exercises due diligence in knowing the end-use and end-user
This exception encourages legitimate cybersecurity activities while maintaining
a guardrail against misuse in unauthorized or hostile cyber environments.'®
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Table 1: Summary of Key Export Control Parameters

Parameter Type

Specific Control

Description

Performance Threshold

Adjusted Peak Perfor-
mance (APP)

Limits on computing sys-
tems’ FLOPS to prevent
military applications.?8

Performance Threshold

Tiered Exemption & VEU
Small-Shipment Rule

Supports academic &
allied-country exports un-
der notification, balancing

innovation access with

security caps.!®
Memory Control High-Bandwidth Memory | Restrictions based on
(HBM) memory bandwidth

density to control A.L
capabilities.?®

Chip Design

Performance

Thresholds

Density

Controls considering com-
putational  performance
relative to chip size.?®

Manufacturing Equip-

ment

Semiconductor Manufac-
turing Equipment (SME)

Export restrictions on 24
types of equipment critical
for advanced-node semi-
conductors.'1?

Equipment Controls

Footnote 5 FDP Rule

Applies U.S. tech-based
SME licensing to foreign-
made equipment used by
high-risk end-users.'!?

Entity Restrictions

Entity List Additions

Licensing requirements for

exports to specific Chinese
. 5

semiconductor firms.!1?

Software Control

Electronic Design  Au-
tomation (EDA) Software

Export bans on EDA
tools to prevent advanced
semiconductor  develop-
ment. 16

Software & IP Restric-
tions

ACE for
ECCNs

Cybersecurity

Enables legal cybersecu-
rity exports under EAR
via license exception ACE,
while enforcing controls
on intrusion tools.??

Intellectual Property

IP Licensing Restrictions

Controls on licensing
agreements and technical
data transfers.?®

5.3 Implementation Mechanisms

Licensing is a control mechanism in the semiconductor export sector. It allows
regulators to scrutinize what is being shipped, who it is going to, and how it
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will be used. This ensures national security and prevents advanced semicon-
ductor technologies from reaching malicious actors. Enforcement has matured
significantly in recent years. Rather than relying only on customs inspections
or license rejections, regulators now use targeted legislation, specialized enforce-
ment bodies, financial-system integration, and intelligence coordination. These
methods seek to deter illicit trade while adapting to ever-evolving technological
threats. On the corporate side, compliance demands rigorous internal systems,
proactive data reporting, attentive supply chain management, and a culture of
accountability.

5.3.1 Licensing Procedures

A. Definition and Scope

Export licensing refers to the most formal authorization provided by U.S.
authorities, mostly the Bureau of Industry and Security (BIS), before restricted
goods or software can leave the country. Licensing exists because advanced
semiconductor chips, design tools, and fabrication systems are viewed as crit-
ical dual-use technologies that can also be changed to weapons programs or
extraneous A.l.-equipped military platforms. Items controlled under the Ex-
port Administration Regulations (EAR) fall into two categories: those listed
on the Commerce Control List (CCL) and lower-risk EAR-99 items when their
end-use seems concerning. Semiconductor chips below certain nodes (e.g., 14
nm FinFET) or ones with high performance (e.g., ECCN3A090) almost always
require licensing, even if it is for seemingly inconspicuous places.''”

B. Types of Export Licenses

Export licenses fall into three main types: general, individual, and global.'®

o General Licenses: License Exception STA (Strategic Trade Authorization)
or GBS covers broad categories of exports to pre-approved destinations
under specified conditions. A semiconductor manufacturer shipping ad-
vanced memory chips to a verified university in an allied country may rely
on a general license instead of applying for an individual one.

e Individual Licenses: These apply when exporters face non-standard cir-
cumstances, such as shipping brand-new GPUs to a new facility in a non-
listed country. These require detailed assessment by BIS, including tech-
nical specifications and end-user information.

117Neal McGrath, “U.S. Export Restrictions: What Are They, and How Do They Work”,
2023, https://www.investopedia.com/u-s-export-restrictions-6753407

118 Federation of American Scientists, “Export USA: A Basic Guide to Exporting,” n.d.,
https://nuke.fas.org/control/mtcr/docs/bgeclla.htm
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e Global Licenses: Otherwise known as Special Comprehensive Licenses,
these are tailored to recurring large-scale programs. For example, this
could be a U.S. government-funded semiconductor research initiative in-
volving multiple countries. These licenses cover all related shipments un-
der a central authorization, saving applicants from filing serial applica-
tions.11?

C. Application and Review Process

The licensing process proceeds through several stages. First, exporters de-
termine jurisdiction: they must assess whether U.S. export rules apply under
the EAR, Foreign Direct Product Rule, or even ITAR in rare military-design
cases. Next, items are classified using ECCNs to specify sensitivity and ex-
emptions. For semiconductors, ECCNs like 3A090 or 3B001 are common. The
classification will determine the correct license type.2°

Applications are submitted via BIS’s SNAP-R portal. Required materials
include technical specifications, the exporter’s compliance program, affidavits
from the end user, and details on planned use and final destination. Review
times also vary with a standard individual license requiring 30-60 days, while
complex cases involving military end-use or new regimes can take over 120
days. 12!

D. End-User and End-Use Screening

Due diligence procedures require exporters to vet recipients rigorously. This
includes validation that the end user is not on the Entity, Unverified, or Mil-
itary End User (MEU) lists. For semiconductors, even academic or research
institutions require due diligence. This is especially if located in or affiliated
with China, Russia, or countries of concern under Section 744.21 (Military End
User rule). Technical audits are often required to confirm that recipients cannot
repackage or alter chips for unintended use. Screening extends to ultimate end
use, checking for ties to weapons systems, nuclear programs, or military A.IL
applications. 22

119 Brejght Amigo, “Navigating Export Licensing: A Comprehensive Guide for US
Businesses”, 2025, https: //www.freightamigo.com/blog/navigating-export-licensing-a-
comprehensive-guide-for-us-businesses/

120 Byreau of Industry and Security (BIS), “Export Controls on Semiconductor
Manufacturing Items,” 2023, https://www.federalregister.gov/documents/2023/10/25/2023-
23049 /export-controls-on-semiconductor-manufacturing-items

121 Bureau of Industry and Security (BIS), “Guidance for Preparing Export Li-
cense,” n.d., https://www.bis.doc.gov/index.php/16-policy-guidance/product-guidance/267-
guidelines-for-preparing-export-license

122 Byreau of Industry and Security (BIS), “Guidance on End-User and End-Use Controls
and U.S. Person Controls”, n.d., https://www.bis.gov/licensing/guidance-on-end-user-and-
end-use-controls-and-us-person-controls
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ITEMS SUBJECT TO 744.21(A)(1) CONTROLS

1A290: Depleted
uranium
1C990/1D993/1E994:
Composites and related
software/technology

1C996: Hydraulic fluids
1D999* — Software for
prepegs
2A290/2A291/2D290:
Nuclear plant
generators/equipment
and related software
2B991/2B992: Machine
tools

2B996*: Dimensional
measurement/inspection

2B999/3A999: Specific
processing equip

4D993: Software for real time
processing equipment

4D994*: Software for

c lyzers for

3A991/3A992: Electronic
devices/equipment
3B991/3B992/3D991/3E991*:
Semiconductor manufacturing
& test equipment and related
software/technology

3C992: Semiconductor
resists

4A994*: High-performance
computers

* Indicates only partial ECCN entry is covered.

P Y
missiles

5A991/5B99 1/5D991*/5E99 I*
:Telecommunications
equipment and related test
equipment, software, and
technology

= 5A992/5D992: Information

security equipment/software

® 6A99I:Acoustic equipment

6A993: Cameras

6A995: Lasers
6A996: Magnetometers
6C992: Optical fibers

7A994/7B994/7D994/7E994:
Navigation equipment and
related test equipment,
software, and technology

8A992/8D992/8E992:Vessels

and marine systems and
related software/technology

= 9A991/9D991/9E991:Aircraft,

engines, parts, components,
and related software and
technology

= 9B990:Vibration test

equipment

Figure 7: Items Subject To 744.21 Controls!?3

E. Approval, Denial, and Appeals

Once a license application is submitted, BIS communication follows a defined
path: approval, denial, or a request for modification. Approvals include an ex-
plicit license document outlining conditions, timelines, and allowable technical
scope. A denial is accompanied by a formal notice, and exporters can submit
a redress request or appeal under EAR § 756. BIS also allows supplementary
submissions if new information can reasonably address the denial. License ex-
ceptions, such as STA, may let exporters proceed in limited ways while resolving
the decision.!”
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Table 2: Licensing Procedures Summary

Stage Key Considerations Typical Timeline
Determine Jurisdic- | ECCN classification; U.S. | Immediate internal review
tion content; ITAR crossover

Choose License Type

General (e.g., STA), Indi-
vidual, or Global

Based on ECCN and des-
tination

Prepare & Submit Ap-
plication

Tech specs, end-user affi-
davits, compliance docu-
mentation

Via SNAP-R

Agency Review

BIS examines
risk—performance thresh-
olds, end-use, and denied-
party matches

30-120+ days

Screen End-User/Use

Compare recipients
against Entity, Unverified,
MEDU lists; review techni-
cal audits

Parallel to BIS review

Decision & Recourse

Approval with terms; de-
nial with appeal options;
possible license exception
usage

Ongoing monitoring

5.3.2 Enforcement Methods

A. Embedded Hardware Controls

In May 2025, Representative Bill Foster introduced legislation proposing
that high-performance chips incorporate geolocation and/or “lock-die” features.
These systems would disable themselves when moved outside authorized regions.
This is a pivotal shift from passive regulation to active, hardware-based control.
In such a model, surveillance becomes an inherent part of the chip’s functional-

ity.

B. Disruptive Technology Strike Force

Formed in February 2023, this BIS-led interagency unit brings together le-
gal, intelligence, and customs professionals to target illicit transfers of sensitive
technologies. In fewer than two years, the strike force has initiated fourteen
criminal prosecutions, enforced hundreds of entity entries, issued Temporary
Denial Orders, and secured a landmark $300 million fine against Seagate for
improper hard-drive exports to Huawei. Its rapid-response capacity and legal
authority mark a major departure from slower, more conventional enforcement

mechanisms.24

124 Bureau of Industry and Security (BIS), “Bureau of Industry and Security Issues New
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C. Financial System Integration

In October 2024, BIS and FinCEN issued joint guidance requiring banks
to monitor export-linked “red flags” such as funneling payments through shell
companies or transactions involving Entity-List firms. The guidance explicitly
warns that ignoring such indicators may constitute “knowledge” of violations
under EAR General Prohibition 10. Effectively, financial institutions are now
modern-day compliance partners, unwittingly positioned at the heart of regula-
tory monitoring.12

D. Enforcement Challenges

Enforcement is difficult when design, fabrication, and packaging occur across
multiple legal jurisdictions. For instance, U.S.-designed chips fabricated in Tai-
wan and packaged in Malaysia may fall into gray zones of enforcement unless the
FDPR is applied. Countries often diverge in classifying chip technologies. Some
may classify advanced GPUs as commercial, while others see them as dual-use.
This results in inconsistent enforcement of the same product. To manage a
globally integrated semiconductor supply chain, export control authorities are
pushing for standardized thresholds for chip performance, export notifications,
and licensing metrics. Initiatives are underway at the OECD and G7 levels to
draft shared technical definitions.!26

5.3.3 Compliance Requirements

A. Export Management & Compliance Programs (EMCPs)

Exporters must maintain comprehensive EMCPs that include oversight from
senior management, automated screening tools for restricted parties, regular em-
ployee training, and systematic internal audits. In January 2025, BIS updated
its “Red Flag Indicators,” highlighting warning signs specific to A.I. and semi-
conductor exports, such as incomplete technical dossiers, vague client profiles,
and unverified logistic routes.'>* Companies are now required to demonstrate
regular updates to their EMCPs in alignment with emerging risks.

B. A.L.-Chip Self-Reporting Requirements

Guidance to Financial Institutions on Best Practices for Compliance with the Export Admin-
istration Regulations,” 2024, https://www.bis.gov/media/1325

125 Byreau of Industry and Security (BIS), “BIS Export Enforcement Year in Review 2023”,
n.d., https://media.bis.gov/media/documents/bis-export-enforcement-year-review-2023

126 Aamer Madhani and Josh Boak, “US Tightens Export Controls on China and Russia Over
National Security Concerns”, 2024, https://apnews.com/article/china-russia-semiconductors-
export-controls-advanced-chips-5b1bd1748d74a7e45dd0c91979215ef3
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Recent regulations mandate self-certifications for A.l.-capable systems. Ex-
porters must disclose metrics such as peak training throughput (peta-FLOPs),
inference energy consumption, reinforcement learning capacities, and perfor-
mance density figures. These technical disclosures are evaluated within a tiered
licensing framework that includes carve-outs for Verified End Users (VEUSs) and
allied nations.'?” The result is a shift from abstract regulation to metrics-driven
control that directly reflects a chip’s potential application.

C. Foundry and Outsourced Test Provider Obligations

As of January 2025, semiconductor foundries and outsourced assembly /test
(OSAT) firms must validate that their products fall within controlled specifica-
tions. Where verification is impossible, licensing becomes mandatory regardless
of declared end-use. Any lapses may lead to entity-list placement or financial
penalties, threatening the company’s ability to operate on global platforms.'?”

D. Know-Your-Customer (KYC) Responsibility

According to EAR Supplement No. 3 to Part 732, companies cannot employ
willful ignorance when dealing with suspicious clients or vague transactional
requests. Failure to investigate or escalate concerns may, in itself, be grounds
for enforcement action. Firms are mandated to perform due diligence, document
unresolved concerns, and escalate to senior compliance personnel.'?*

E. Third-Party Audits and Certifications

Regulators increasingly expect external attestation of compliance efforts, es-
pecially in high-risk sectors such as semiconductor and A.I. Independent audits
and certifications modeled on ISO standards are becoming standard require-
ments rather than optional enhancements.!?® These external validations help
establish credible, verifiable compliance footprints.

127 Anton Shilov, “U.S. Inks Bill to Force Geo-Tracking Tech for GPUs and Servers: High-
End Gaming GPUs Also Subject to Tracking”, 2025, https://www.tomshardware.com/pc-
components/gpus/u-s-inks-bill-to-force-geo-tracking-tech-for-gpus-and-servers-high-end-
gaming-gpus-also-subject-to-tracking

128 pinancial Integrity Network, “Leveraging Artificial Intelligence for Enhanced Financial
Compliance,” n.d., https://finintegrity.org/

98



6 Impact Assessment

6.1 FEconomic Effects
6.1.1 Industry Impact

In the simplest terms, A.I. semiconductors are hardware that facilitates the
operating processes within A.I.''2 When looking at them through this lens,
the relationship between A.I. and their semiconductors are entirely symbiotic,
where the immense pressure for A.I. innovation pushes for more efficient semi-
conductors, and more advanced semiconductors enables the development of A.I.
breakthroughs.!3

As an increasing emphasis is placed on technological superiority for political
dominance, semiconductors have recently become a topic of tension between
the United States and China, two of the world’s major A.I. powerhouses and
competitors. It is crucial to determine whether U.S. national security and tech-
nological superiority outweigh the economic implications of export controls. One
of the most important concepts to understand in the context of weighing the
benefits and pitfalls of export controls is that, although they are intended to
limit a competitor, export controls always have adverse effects on the entity
initiating them, which, in this case, is the United States. This was exhibited
in October 2022, when the United States restricted U.S. companies from ex-
porting advanced semiconductors and SME for making chips smaller than 14
nanometers (nm) to China.''* In May 2023, China banned the use of U.S.
semiconductor manufacturer Micron’s chips in various infrastructure projects.
Then, in July 2023, China announced its export restrictions on germanium and
gallium, two vital components in manufacturing semiconductors, which China
produces 60% and 90% of the world’s supply, respectively. Similarly, in Oc-
tober 2023, the United States updated its semiconductor export controls to
close various loopholes. Within that same month, China announced its export
restrictions on graphite, a vital component of electric car batteries. This is par-
ticularly significant because China is the world’s largest graphite producer.!!4
As is shown through this back-and-forth, the United States, when Former Pres-
ident Biden’s administration initiated export controls on A.I. semiconductors,
prompted China to do the same.

Although export controls may have the benefit of significantly bolstering U.S.
national security as advanced A.I. semiconductors open doors to immense mili-
tary and technological advancement, there are significant and tangible adverse
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industry impacts. A more obvious effect, U.S.-based semiconductor firms are
denied business opportunities in the Chinese market without a license. Hence,
if a firm cannot procure a license, it must make up for that deficit by finding
other buyers. The Federal Reserve Bank of New York published a report that
found a statistically significant drop in profitablility in affected U.S. firms after
the October 2022 export controls imposed by the U.S.!'5 Although this conclu-
sion is supported by various research and statements, other data suggests that
U.S. firms undergo temporary difficulty following these controls, but are able to
recover in as quickly as a few fiscal quarters.3® These firms undergo an initial
blow to business that is alleviated by clients outside of China. In fact, the “24
months under export controls have been among the best in history for American
WFE suppliers” (WFE being wafer fabrication equipment, a vital tool in the
manufacturing of semiconductors). When looking solely at the data surrounding
economic impact on China-U.S. semiconductor export controls, the data shows
that, in the long term, these controls may not have as immense an impact as
could be assumed at first glance.

Similar to profit margins, stock market capitalization experiences a tempo-
rary decrease during the time immediately after an export control is announced.
With the acknowledgment that they recovered eventually, it is still worthwhile
to note that the PHLX Semiconductor Sector Index, a market-cap-weighted in-
dex of the 30 largest U.S. semiconductor companies, decreased by 8% after the
October 2022 export control announcement and by 3% after the October 2023
announcements.''* This supports the concept that, from an economics per-
spective, U.S. semiconductor manufacturers suffer an initial blow that they are
more than capable of recovering from by engaging with ex-China buyers. Based
on this alone, it can be argued that the adverse effects from these controls do
not outweigh the national security benefits offered by initiating semiconductor
export controls. On this topic, Anthropic CEO Dario Amodei states that ex-
port controls on semiconductors are immensely vital to our immediate future.
As early as 2026-2027, A.I. will reach a point of development where it will be
capable of vastly more than it currently is. To sustain this, billions of dollars
and millions of semiconductors are required. China’s DeepSeek has allowed for
A 1. advancements near that of the U.S. frontiers at a cheaper price. If China
gains access to the necessary amount of semiconductors, or chips, and achieves a
level of parity with the U.S. in terms of A.I., China would be better prepared to
utilize them for military purposes. This poses an immediate threat. Thus, the
nature of the Chinese A.l. industry and subsequent national security concerns,
the evident economic effects caused by chip export controls, do not outweigh
the necessity of imposing them.

While the direct economic effects on U.S. semiconductor firms are significant,
the impact of export controls extends far beyond industry margins. To effec-
tively conceptualize the broader consequences of these policies, it is essential to
assess their influence on the structure and stability of global supply chains and
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long-term implications for innovation.

U.S. semiconductor export controls have not only affected direct company
profitability but have also disrupted the entire global supply chain that supports
A1 development. Semiconductor production is deeply globalized, as it relies
upon rare earth metals mined in Africa and refined in China, equipment like
lithography machines from Europe, and chips fabricated in Taiwan and South
Korea. The export controls have strained the interdependence by halting access
to key tools, materials, and markets.

6.1.2 The Supply Chain & Impacts on Innovation

Access to critical tools has been disrupted most directly through restrictions on
wafer fabrication equipment (WFE). In October 2022, the U.S. Department of
Commerce banned the export of advanced chipmaking tools needed to manufac-
ture chips—smaller than 14 nanometers—from U.S. companies such as Applied
Materials, Lam Research, and KLA to China. Additionally, the U.S. leveraged
its global influence to pressure allied nations like the Netherlands and Japan
to follow suit. Consequently, firms like ASML and Tokyo Electron were barred
from selling extreme ultraviolet (EUV) and high-end deep ultraviolet (DUV)
lithography machines to Chinese foundries, even though they are not based in
the U.S. Therefore, China’s ability to fabricate advanced semiconductors has di-
minished, causing production delays that have shaken the global supply chain.??

Material access has simultaneously been further destabilized by China’s re-
taliatory export controls. China began by introducing licensing requirements
for gallium and germanium in July 2023, which are two metals crucial for high-
speed, military-grade semiconductors and photonics. While officially framed as
national security measures, these restrictions were widely interpreted as a direct
retaliation against U.S. semiconductor controls. In reality, China’s dominance
over these materials (producing 90% of the world’s gallium and 60% of its ger-
manium) gave it strategic leverage to disrupt upstream inputs. By December
2024, the restrictions had evolved into a de facto export ban to the U.S., and
in May 2025, China reinforced the policy by expanding licensing requirements
to downstream derivatives and alloys.''6

These dispositions carry three-layered effects. First, they raise prices and
delay shipments for firms across the A.l. value chain, including those in allied
nations not directly involved in the dispute between the U.S. and China. Sec-
ond, they force rapid and costly adjustments, such as qualifying new suppliers
in countries that may lack the scale or reliability to meet demand in the short
term, such as India and Vietnam. Third, they reveal the true fragility of the
A 1 supply chain. Even minerals sourced from Africa often flow through Chi-
nese refineries, providing China with enduring influence over inputs that many
wrongly assume are safely diversified.'”
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The U.S. has responded by shifting its regulatory posture. In May 2025,
the Biden Administration rescinded the broad A.I. Diffusion Rule, and the U.S.
Department of Commerce adopted a more targeted, risk-based licensing model.
As a result, trading restrictions slightly eased for close U.S. allies, such as India
and Vietnam. However, this was paired with a lowered de minimis threshold
(from 25% to 10%), which dramatically expanded U.S. jurisdiction over foreign-
made chips containing U.S. technology. Therefore, the U.S. tightened control
over third-country supply chains.!!®

Raw material sourcing has also grown more fragile. While Africa supplies
key minerals like cobalt (DRC), tantalum (Rwanda and DRC), and graphite
(Mozambique and Madagascar), many of these are refined in China; this rein-
forces the same dependencies the U.S. is attempting to unwind. For instance,
over 70% of the world’s cobalt, which is an element essential for chip batter-
ies and A.I. data center cooling, is mined in the DRC but processed through
Chinese-controlled smelters. This interdependence emphasizes the impossibility
of minimizing China’s involvement in the short-term.'*

To mitigate risk, companies and governments are diversifying. Manufactur-
ing is shifting toward India, Malaysia, and the U.S., and the CHIPS Act has
incentivized domestic fab construction, but these solutions take years. In the
meantime, the disruption caused by these layered restrictions has made A.I.
hardware more expensive, slower to deliver, and geopolitically entangled, fun-
damentally reshaping how and where the future of computing is built.''*

Export controls also have second-order effects on technological innovation,
which is a less visible but equally vital concern. A.I. progress depends not
only on chip access but also on open collaboration across academia, firms, and
countries. Therefore, restrictions fracture this synergetic ecosystem.

Chinese Al labs, which are cut off from high-performance GPUs like Nvidia’s
A100 and H100, must now train large models with slower, less efficient chips or
attempt to build domestic alternatives. While the Chinese are no longer able
to harness high-performance GPUs, this restriction has resulted in innovation.
DeepSeek-V2, a GPT-4 level model, emerged in 2024 to mitigate the hampering
effects of restriction, demonstrating critical adaptation.!2?

In the U.S., the revenue losses from reduced access to Chinese customers may
shrink R&D budgets, especially for small-to-mid-sized firms. Even resilient gi-
ants like Nvidia face greater uncertainty when planning high-risk, long-term
chip innovations. This can chill ambition, particularly in speculative architec-
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ture development that requires high capital and long lead times.!?!

Export controls also minimize global collaboration. Joint U.S.-China re-
search programs in A.l. and semiconductor physics have been paused or can-
celled. Academic conferences and cross-border data sharing now face stricter
restrictions, leading to slower, siloed progress on key breakthroughs.'®

In addition, U.S. allies may suffer. Japan, South Korea, and the Netherlands
have seen exports to China decline due to pressure to comply with U.S. restric-
tions. With fewer Chinese customers, these countries face diminished economies
of scale that once supported aggressive innovation in semiconductor tooling and
photonics.!22

What emerges is a sobering dynamic: while export controls are justified on
national security grounds, their innovation cost is real. According to Anthropic
CEO Dario Amodei, transformative A.I. may arrive by 2026-2027. To stay
ahead of adversaries, democratic nations need not only to restrict but to invest
heavily and collaboratively. Otherwise, the very tools designed to maintain a
technological edge may dull it over time.!23

6.2 Strategic Implications

The semiconductor industry is currently the most intense point of contention
in the United States and China’s technological rivalry, where both countries
are employing drastic measures, including tariffs and export controls, to restrict
each other’s market access. As their rivalry intensifies, export controls emerge as
a policy tool for regulating access to market technologies. These measures rep-
resent strategic efforts to actively isolate the global distribution of technological
power in favor of national interests. Export controls are reshaping the global
semiconductor environment, forcing states, relations, and alliances to adapt in
real time.

6.2.1 TU.S.-China Relations

A. Structural Interdependence

The United States has significantly reduced the amount of U.S. imports from
China, reflecting changing United States’ changing trade desires. This reduc-
tion in imports has cost the U.S. nearly USD 150 billion in lost exports since
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2017.124 However, despite the United States’ efforts to dominate the techno-
logical landscape and slow down China’s advancements in the semiconductor
industry, there exists a mutual interdependence between the two nations.

For example, almost 29% of U.S. semiconductor manufacturing machinery
exports go to China, demonstrating that the U.S. is a critical supplier for China’s
global chip production, reflecting an intertwined relationship. Simultaneously,
U.S. electronics imports from Mexico, Taiwan, and Vietnam are built with a sig-
nificant percentage of Chinese components, indicating that China is vital for the
construction of electronics, solidifying its importance in the global electronics
supply chain, even for goods outside of its borders.?*

Both countries heavily depend on each other for not just machinery and
components, but also talent, intellectual property, and manufacturing networks.
Specifically, for the U.S., China’s market remains a key site for semiconductor
sales, diversifying their supply chain. For China, U.S.-origin machinery is vital
for advancing its domestic chip fabrication capabilities, which is essential for
structural independence. However, both countries wish to reduce vulnerabilities
and push towards independence by promoting decoupling ambitions.

B. Decoupling Ambitions

Although there is an inherent current interdependence between the two coun-
tries, the U.S. government and policymakers are actively working to constrain
China’s importance and reliance in the global market. This can be depicted
in policies such as the CHIPS & Science Act, which aims to increase domestic
chip production by incentivizing onshore manufacturing and R&D, and in mul-
tiple export controls designed to limit China’s access to crucial semiconductor
technologies.

China, a nation that has the largest consumer market for electronics and
one of the world’s biggest manufacturing hubs, has had massive technological
developments and rising sales; however, it only secured 7% of global electronic
profits while the U.S. secured 54%.'2* This imbalance in profit shows how
the U.S. leads in semiconductor design and intellectual property, while China
handles the low-margin assembly and component manufacturing. For China,
the challenge is not scaling production, but rather climbing up the value chain
to attain greater profit shares, a move that the U.S. desires to block through
export control and strategic alliances. For China, the imperative to reach self-
sufficiency in the semiconductor industry has intensified due to U.S. restrictions
and the risk of future supply chain disruptions, attributed to the fact that
they have doubled semiconductor manufacturing machine imports since 2017.
Furthermore, China is heavily investing in domestic companies such as Huawei,
Biren, and SMIC, to reduce reliance on foreign chips.'??
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Despite U.S. efforts to detach from the Chinese market, China has remained
a strong pillar in the semiconductor industry, reflecting its importance in global
supply chains and thereby contradicting the interests of corporate America.'?*
This intertwined web illustrates the dependencies rooted in the semiconductor
ecosystem, further complicating efforts to completely decouple despite strong
efforts from both sides.

6.2.2 Global Technological Landscape

A. Competing Technological Blocs

The global technological landscape is rapidly splintering into competing
blocs, where the U.S. and China lead efforts to build parallel supply chains
and technology and regulatory standards. These emerging trends and blocs
are actively redefining how devices are produced, governed, and consumed, re-
flecting a transition from a united, global technological system to a competing,
divided one.

For example, increased U.S. tariffs on Chinese-manufactured smartphones
and components to 20% have triggered a major shift in supply chain geography,
reshaping the movement of technological goods and components. Additionally,
in May 2025, Chinese smartphone imports to the U.S. fell from 67% to 8%, as
many manufacturers moved from China to countries like India or Vietnam.!26
Although exports have risen from these other countries, many of these smart-
phones are still made with Chinese components, highlighting the redundancy of
tiered supply chains.

Meanwhile, the U.S. is consolidating a Western-aligned technological bloc
through policies such as the CHIPS & Science Act and initiatives like the U.S.-
EU Trade and Technology Council, where the U.S. hopes to create a networked
ecosystem among allies for chip manufacturing, research, standards, and export
control enforcement. Conversely, China is creating the formation of a China-
aligned ecosystem, one that is self-sufficient and minimizes reliance on foreign
technology. This effort builds upon its previous industrial blueprint, “Made
in China 2025,” an internal plan within China to move it up the global value
chain, by embedding artificial intelligence as core infrastructure across its man-
ufacturing base.'?” As a result, companies now face divergent regulatory and
certification systems and increasingly design distinct products for U.S.-aligned
versus China-aligned markets. The emergence of these distinct, competing blocs
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shows how geopolitical tensions are transforming the bifurcated global technol-
ogy landscape.

B. Impact on Innovation and Market Access

These technological blocs are significantly changing the dynamics of innova-
tion and global market access. The fragmentation of the technological market
is slowing the diffusion of new technologies as companies and states increas-
ingly develop products in isolated environments. For example, firms in the
U.S.-aligned bloc are restricted from selling advanced semiconductor equipment
to Chinese firms, curbing design software and potential revenue streams from
China, trampling on Chinese aspirations for a broader market.!?® Simultane-
ously, Chinese companies are racing to develop domestic alternatives; however,
with limited international cooperation, progress can be slowed, and standards
may diverge.'??

The divergence in regulatory environments, IP rules, and compliance re-
quirements further raises the barrier for firms to operate effortlessly outside of
their borders. Particularly, small and mid-sized technological firms are forced to
choose a bloc, limiting their reach and fragmenting their customer base.'° Fur-
thermore, large multinationals are increasingly designing region-specific prod-
ucts, diverting R&D from universal innovation and towards incompatible dual-
system products. Moreover, technological fragmentation could lead to wasted
resources and duplicative efforts as both blocs aim to reinvent tools, platforms,
and ecosystems that were once globally shared, such as chip architectures and
A1 development platforms. This fragmentation of the global technological
ecosystem has deep economic and scientific consequences, potentially stalling
crucial global progress and reinforcing competition at the expense of proper
cooperation.

C. Challenges to Multilateral Governance

Multilateral export frameworks like the Wassenaar Arrangement, originally
designed to prevent the spread of conventional arms and dual-use goods, are
increasingly ill-equipped to regulate emerging technologies like artificial intelli-
gence and semiconductors. These frameworks rely on consensus-based decisions,
which slow responsiveness and often lead to diluted controls.'! Furthermore,
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many of the regimes established in the post-Cold War era are not designed to
handle the rapid pace and dual-use ambiguity of semiconductor chips, which
can be embedded for both civilian and military uses.

For example, the Wassenaar Arrangement lacks sufficient coverage for high-
bandwidth A.I. accelerators, advanced neural processing units, or A.I.-specific
software frameworks despite their growing significance. As a result, the U.S. has
resorted to unilateral or plurilateral controls, for example, restricting exports
of NVIDIA’s A100/H100 chips to China, effectively bypassing multilateral sys-
tems. 132

6.2.3 Alliance Dynamics

A. Strengthening U.S.-Led Export Control Coalitions

In response to concerns about China’s growing technological rise, the U.S.
has increasingly relied on coalition-based governance models to enforce semiconductor-
related export policies, forming many strategic alliances. For instance, alliances
such as the Quad Technology Working Group (U.S., Japan, Australia, and In-
dia), the CHIP4 alliance (U.S., Japan, Taiwan, and South Korea), and the
U.S.-EU Trade and Technology Council have arisen as crucial platforms to
align policy on semiconductor supply chains, technology standards, and export
enforcement. These smaller coalitions offer faster and more flexible decision-
making than ordinary multilateral institutions. For example, the TTC estab-
lished a working group specifically on export controls, aiming to create shared
approaches on semiconductor export controls, leading to more effective coordi-
nation between the TTC.!33

Moreover, in January 2025, the U.S. implemented a three-tiered licensing
system, aspiring to control the flow of A.I.-related semiconductors. This sys-
tem granted unrestricted access to 20 trusted allies, including the Netherlands,
Japan, and South Korea, while placing licensing requirements on other countries
such as China and Russia.'®* This would significantly affect China’s access to
global semiconductor technology, further isolating the country.

B. Diverging Interests and Enforcement Challenges

These initiatives also reflect diverging geopolitical values as the U.S.-led bloc
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promotes democratic norms and national security-first frameworks, while China
and its aligned partners emphasize techno-sovereignty and digital self-reliance.
As a result, competing norms are emerging with each hoping to define the gov-
ernance of semiconductors, A.l. safety, and cross-border data flows. Moreover,
this divergence has led to regulatory fragmentation that increases the cost of
compliance and raises uncertainty in global technology trade, burdening small
or mid-sized companies with multiple, incompatible rule sets.

Furthermore, allies display various economic dependencies on China, which
complicates the cohesive enforcement of export semiconductor controls. For ex-
ample, the Netherlands, home to ASML, the only manufacturer of advanced
EUV lithography materials, was facing pressure from the U.S. to curb ex-
ports from China; however, China was a major contributor to ASML’s rev-
enue. In 2023, the Dutch government withheld public disclosure of ASML sales
to China.'® By not publishing their data, they could give the appearance of
alignment with U.S. controls while also maintaining economic ties with China,
hoping to maintain strategic ambiguity and satisfy both sides.

Similarly, nations like South Korea and Japan, which are aggressively in-
tegrated into China’s supply chains, have faced internal debates on tightening
export control restrictions to China. While both countries are joining U.S.
efforts to restrict advanced chip technologies, they have also hesitated on mea-
sures like servicing restrictions due to potential economic backlash, representing
crucial enforcement challenges towards export restrictions.

C. Middle Powers

Although U.S. efforts to curb Chinese access to semiconductor technologies
are employed, major semiconductor-producing nations such as the Netherlands,
Japan, and South Korea play a pivotal role in shaping the effectiveness of these
efforts. For example, Japan, which has traditionally followed U.S. policies, back-
tracked on its planned chip restrictions after China’s Ministry of Commerce
stated that this could harm bilateral business relations between the two na-
tions.!36

7 Recommendations

7.1 Policy Recommendations

The imperative to control semiconductor exports has evolved far beyond a mat-
ter of tactical denial between the U.S. and China. In a world where computing
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power is the basic defining input of both economic scale and advantage on the
international level, chip controls function as levers of geopolitical tensions, shap-
ing not only who builds what, but under what rules, and in whose orbit. Yet
the durability of such controls cannot be solely based on restrictions. As China
accelerates towards indigenous chip self-sufficiency, as alliances face the strain of
asymmetric burdens, and as technological advances outpace static regulations,
U.S. policy ought to outgrow the status quo’s approach of reactive controls.

To strike a balance between heightened effectiveness for the United States’
A1 semiconductor export controls and minimal unintended economic and strate-
gic consequences, the U.S. must pursue a multi-pronged strategy spanning the
short, medium, and long term. The overarching goal of each phase will be to
reinforce not only national security but also the stability of the global supply
chain, the vitality of innovation around the world, and cohesion between the
U.S. and its allies.

7.1.1 Short-term (0 to 18 months)

In the immediate future, U.S. export controls must be refined to close existing
loopholes and overcome the limitations of its current “list-based” and reactive
control frameworks. For instance, the October 2022 and January 2023 BIS rules
sought to restrict the export of advanced A.I.-capable chips by implementing
performance thresholds (such as the Aggregate Performance Parameter) esti-
mated to be similar to such chips.'®” However, Chinese firms as of that time
had adapted to much of the U.S.-implemented controls through various evasion
strategies. Firms have deployed lower-clocked chips combined through paral-
lel processing—artificially reducing individual chip metrics while maintaining
disproportionately higher levels of A.I. compute; smuggled over 50,000 chips
from neighbouring countries;'3® and various shell entities and cloud workarounds
(through smuggling or renting) to gain possession of the chips.'?®

To effectively seal these loopholes, U.S. export controls ought to transition
from the current static, list-based frameworks towards a non-static data-driven
framework, and better enforce export controls, adapting to changes, in a sense.
For one, this could be done through adopting a modern analytics platform—
equipped with automated document scanning, A.I.-powered pattern recogni-
tion, and auditable logs— which possesses the potential to dramatically boost
BIS productivity (essentially converting time spent searching into time spent an-
alyzing); as well, it would reduce license processing delays and expose smuggling
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networks and shell entities in near real-time.88139140 A well-integrated analytics
platform could fuse commercial registries, customs data, and shipping records
into a single enforcement interface— drastically decreasing the time required to
link U.S. exports to blacklisted entities. Additionally, shifting BIS toward a
digitally auditable system would not only improve enforcement but accelerate
average license processing times (now 26 days) and ease regulatory burdens on
compliant firms. Though this would require an initial investment of $44.6 million
annually— $25 million covering crucial tech infrastructure, upskilling of analysts,
and access to data, and $18.4 million funding 48 new enforcement agents and
SCIF expansions to meet the the growing need from intelligence-driven cases—
the return on investment is projected to be high, as export enforcement becomes
faster and far more precise in a compounding manner, deemed “one of the best
opportunities available anywhere in U.S. national security”.3® Regarding feasi-
bility, the $44.6 million figure pales in comparison to the 18.3 billion funneled
into Ukraine post-Russian invasion, often spent to destroy Russian weapons
powered by smuggled U.S. components.

In parallel, BIS can mold more accurate and effective export controls by
institutionalizing formal industry-government consultation forums'4*- bringing
semiconductor manufacturers (such as Intel and TSMC), A.l.-capable cloud
providers (AWS, Azure), and supply chain logistics firms into structured roundta-
bles;'? those industry actors directly operate amidst current export controls
and within the current semiconductor landscape, and can often detect pat-
terns BIS misses.!*! These engagements could tackle and adapt to emerging
evasion tactics—such as smuggling via satellite foundries or rental compute
loopholes—and co-develop agile compliance protocols. Such partnerships would
ensure U.S. export policy, rather than lagging behind Chinese technological
adaptation as it does in the status quo of list-based export control approaches,
anticipates and counters it.

7.1.2 Medium-Term (18 months to 5 years)

Over the next several years, the U.S., more broadly, ought to reduce struc-
tural exposure to chokepoints vulnerable to geopolitical coercion by fleshing out
resilient and geopolitically secure semiconductor supply chains. The vulnerabil-
ities exposed by Taiwan’s dominance in advanced logic chip fabrication— their
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production of 92% of global sub-10nm semiconductors—make clear that the
long-term viability of U.S. technological leadership cannot be contingent on a
single point of failure, susceptible to natural disasters, infrastructure shutdowns,
or international conflicts.'® To that end, despite the CHIPS and Science Act of
2022 allocating $52.7 billion toward domestic semiconductor RD, manufactur-
ing, and workforce development,'*3 noting the staggering intensiveness in capi-
tal of advanced-node fabrication (which can cost as much as $10 billion)*4—as
well as geographic concentration of critical upstream tools, materials, and pack-
aging capabilities—the $52.7 billion fund should not only accelerate domestic
manufacturing scale-up, but simultaneously be paired with a strategy to re-
gionalize production and assembly of semiconductors across politically aligned,
cost-competitive nations. Thus, the U.S. must scale both domestic re-shoring
and strategic “friend-shoring” with trusted allies and partners.

Mexico and Southeast Asia have emerged as prime candidates for friend-
shoring. Mexico’s electronics manufacturing ecosystem—especially the Guadala-
jara corridor in Jalisco—hosts global semiconductor firms such as Intel, Jabil,
and Flex.'4® Benefiting from the USMCA trade agreement, integrated automo-
tive and electronics supply chains, and cross-border logistics efficiencies, Mexico
is both geographically proximate and aligned in its institutional capabilities!4®
In addition, labor costs remain relatively competitive compared to the U.S.,
while legal frameworks governing IP and foreign investment are, as well, com-
paratively robust.!4® Expanding OSAT (outsourced semiconductor assembly
and test) and printed circuit board (PCB) capacity in this corridor would, thus,
act almost as a pressure valve for any congestion in the U.S. supply chain.'4”

Meanwhile, Southeast Asia continues to be a critical node in backend and
midstream semiconductor processing.!*® Malaysia, for example, accounts for
13% of global OSAT capacity'*® and houses backend facilities for Texas Instru-
ments, ASE, Infineon, and Amkor.'®® Penang, dubbed the “Silicon Island,”
has been a backend manufacturing hub for over five decades and continues to
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attract expansion capital.'® In 2021 alone, Intel announced a $7 billion invest-

ment to expand its advanced packaging facility in Penang, further deepening its
footprint in the Southeast Asian area.'®? Vietnam, too, has gained prominence:
its labor cost advantages, rapidly improving infrastructure, and government-
backed digital strategy have made it Intel’s largest overseas test and assembly
gite, 153154

To unlock the potential of these ecosystems, the U.S. must formalize “trusted
backend zones” for these partnerships to flourish through tiered trade incentives,
enforceable IP agreements, and co-fabrication protocols. Coordinated bilateral
agreements should center on: 1) preventing technology leakage;'% 2) upskilling
local workforces;'6 3) fast-tracking export licenses for aligned firms;'? and 4)
creating regional semiconductor clusters anchored by U.S. firms but embedded
within local value chains.!? These clusters would insulate the global supply
chain from regional conflict disruptions while expanding the pool of partners
who can comply with multilateral export control regimes.'®” Importantly, these
realignments are already underway — despite an ongoing global chip surplus and
softening demand.'®® According to RBC Wealth Management, the “reshoring
revolution” in the semiconductor sector reflects national security imperatives
rather than traditional market logic.'®® From 2021 to 2023, the share of new
chip manufacturing projects announced in the U.S.; Japan, and Southeast Asia
sharply increased, while new investments in mainland China declined.!6® More-
over, American and allied chipmakers are increasingly favoring “capacity op-
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tionality” over scale — choosing diverse, lower-volume sites across geopolitical
safe zones rather than singular megafabs in high-risk regions.!6!

Domestically, however, the U.S. must overcome hurdles in implementation
& execution to fully realize the promise of CHIPS Act funding and maximize
its potential. As of 2024, over $39 billion in grants and $75 billion in loan guar-
antees have been made available to incentivize fab construction and R&D.'43
Yet, many interfering factors threaten the timelines for rolling out fab construc-
tions, such as permitting delays, workforce bottlenecks, and project coordina-
tion. For instance, TSMC’s Arizona fab— intended to be operational by 2024—
has experienced multiple delays due to skilled labor shortages and supply chain
issues.162163 Similarly, Intel’s $20 billion expansion in Ohio has faced timeline
slippages due to operational obstacles as well.!64

To address these constraints, the U.S. should create a federal-state—local
coordination mechanism modeled after Germany’s Fraunhofer Institutes and
Mittelstand apprenticeship pipelines.'%® Establishing regional semiconductor
talent accelerators— focused on technician training, process engineering, and
lithography operations— would bridge the current labor shortfall.'59 According
to the Semiconductor Industry Association (SIA), the U.S. will face a shortfall
of 67,000 skilled workers by 2030 without targeted educational intervention.'6
National apprenticeship initiatives, combined with expanded STEM visa quotas
for high-skilled foreign talent, would enhance labor supply in the long term and
reduce any frictions in the hiring process.'”

7.1.3 Long-term (5 to 15 years)

Over the long term, the U.S. semiconductor strategy must evolve from its cur-
rent strategy of forcibly inhibiting competitors and should gravitate towards a
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stable, durable leadership in the global technology industry. The objective is not
simply to deny adversaries like China access to high-end chips, but to sustain
American and allied innovation ecosystems in a way that maximizes economic
dynamism while maintaining asymmetric advantages in national security. This
requires a carefully assessed position: to prevent the diffusion of technology that
undermines U.S. superiority, while avoiding a zero-sum decoupling from global
competitors that fragments global knowledge production, limiting the frontier
of innovation.

To achieve this, the U.S. should pursue a strategic doctrine rooted in three
pillars: (1) enduring investment in upstream innovation; (2) institutionalized
technology coordination with allies; and (3) stable engagement with the Global
South.

First, the United States must double down on frontier R&D and innova-
tion. Semiconductor advances increasingly hinge on breakthroughs in atomic-
level design, new materials science, and non-von Neumann architectures.!68169
These advances require long-term patient capital and public-private collabora-
tion.17®  Just as the Defense Advanced Research Projects Agency (DARPA)
catalyzed key inflection points in microelectronics in the Cold War era, a mod-
ernized U.S. approach should prioritize large-scale pre-competitive research con-
sortia.!™" Specifically, the U.S. should create a National Semiconductor Science
Initiative (NSSI) focused on post-silicon materials, energy-efficient A.I. accel-
erators, and quantum-enabled circuitry.!”2173174 This initiative would provide
long-term funding for multi-institution research hubs composed of national labs,
research universities, and leading firms. These hubs should be evaluated on
metrics of knowledge spillover, IP generation, and workforce development.'™
Crucially, NSSI should also coordinate with allies’ equivalents (e.g., Japan’s
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Moonshot R&D Program,'”® the EU’s Chips Joint Undertaking!”") to pool
resources, avoid any redundant efforts, and establish shared benchmarks in ad-
vanced R&D.

Second, long-term technology security demands sustained coordination with
like-minded partners through a formalized and operational export control al-
liance. The ad hoc bilateral coordination that characterizes current semicon-
ductor controls, such as the 2023 US-Netherlands-Japan ASML agreement'”®,
has proven fragile and prone to strategic leakage.'™ To prevent circumvention
and reinforce norms, the U.S. should propose a “Tech 10” multilateral export
control coalition, comprising the U.S., Japan, South Korea, the Netherlands,
Taiwan, Germany, the UK, France, Canada, and Finland;'®° this coalition would
harmonize export rules, share intelligence on supply chain vulnerabilities, and
establish joint review boards for strategic technologies. An early priority of
such a coalition should be joint standards-setting on advanced node controls,
including high-bandwidth memory (HBM), chiplet architectures, and extreme
ultraviolet (EUV) lithography equipment.'®1182 By formalizing export control
regimes under common frameworks, such a coalition would both reduce compli-
ance friction for firms and prevent regulatory arbitrage by hostile actors. Over
time, this grouping could evolve into a strategic techno-conomic bloc capable
of molding global norms around IP protection, data governance, and dual-use
innovation, truly encompassing global technological leadership for the U.S.

Third, long-term resilience requires engaging with the Global South, not as
a passive zone of compliance, but as an active partner in technology ecosystems.
As countries such as India, Brazil, and Indonesia deepen their digital infrastruc-
ture and manufacturing capabilities,'83184 they become critical stakeholders in
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the semiconductor economy. In the absence of being included within a U.S.-led
coalition, these countries may gravitate toward China’s techno-authoritarian
model, accepting state-backed incentives in exchange for political alignment!®>
—especially with the growing prominence of BRICS'®® and China’s Belt and
Road Initiative’s 2023 recent A.I. framework, urging for equal rights for all
members of the Global South, while the U.S. has stayed silent.'®” To pre-
vent this, the U.S. ought to expand the Chips 4 framework (often demonized
by the Chinese government for being a form of “technological colonialism”*8%)
into a broader strategy that entails technology and capital access for emerging
economies that uphold baseline standards around data privacy, IP enforcement,
and responsible A.I. Partner countries would benefit from joint R&D programs,
preferential licensing arrangements, and capacity-building in semiconductor de-
sign and manufacturing. In return, they would integrate into a shared supply
chain governance regime anchored by transparency, sustainability, and export
control compliance. Such engagement would create a wider perimeter of trusted
partners, extending the reach of the U.S. semiconductor strategy beyond tradi-
tional allies.

Finally, the U.S. must avoid overcorrecting toward techno-isolationism.
Any attempts to fully wall off China from all advanced computing capabilities
may backfire by accelerating Beijing’s indigenous innovation, and the technol-
ogy war between the two countries have already been shown to stifle innovation
and fragment global research networks.'®°1! History suggests that technolog-
ical preeminence is best maintained not through exclusion but through relent-
less innovation and strategic interdependence, as seen in the case of Europe’s
continent-wide collaboration;'92 thus, as such, the long-term goal should not

189
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be to outcompete China at every node, but to maintain a sustainable edge in
critical technology domains while shaping the global environment in which that
competition unfolds.

By 2030, success should be defined by three benchmarks:

e First, the United States and its allies must establish undisputed leader-
ship in next-generation chip architectures and advanced materials, such as
neuromorphic computing systems, 2D semiconductors like graphene, and
silicon-photonics integration.'93173 Such breakthroughs would ensure con-
tinued U.S. strategic advantage in compute-intensive industries like A.IL.,
cryptography, and aerospace systems.

e Second, a resilient and trusted global semiconductor supply chain must
be in place, with reduced reliance on single chokepoints such as Taiwan’s
advanced fabs or Dutch lithography monopolies.!?* This involves not
only geographic diversification but interoperability standards, transparent
auditing mechanisms, and secure design-to-fab traceability.!?®

e Third, a multilateral governance architecture for emerging technologies
must be established— one that balances openness with enforceable safe-
guards. This includes agreements on cross-border data flows, export con-
trols, and IP protection regimes that foster innovation while deterring
illicit tech transfer.'?°

If the U.S. can institutionalize this strategy, it will not only preserve na-
tional security but shape the normative and material foundations of 21st-century
techno-economic leadership.

8 Conclusion

Following the surge of public interest in A.I. after OpenAl’s launch of Chat-
GPT in 2022, global attention has increasingly shifted to the semiconductor
industry—the beating heart of A.I. development and an increasingly important
cornerstone to almost all facets of modern life. Given the highly globalized net-
work through which semiconductor manufacturing occurs and A.l’s strategic
importance on the world stage, the importance of securing the industry is es-
sential in preserving U.S. national security as China increasingly challenges the
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United States’ technological and military hegemony; thus, a reexamination of
U.S. leveraged export controls against China is necessary, especially in 2025, as
the Trump administration pursues increasingly hostile measures to achieve U.S.
policy objectives, such as the Liberation Day tariffs, and as the end of China’s
14th Five-Year Plan comes in to sight.

Semiconductor technologies are uniquely central to preserving U.S. national
security. In the context of national defense, military applications of semicon-
ductors include modern active phased-array radar systems, found in the Army’s
LTAMDS tracking systems and both naval and air force aircraft like the F-35 and
F-15 EX; missiles and precision-guided munitions, notably including interconti-
nental ballistic missiles; and battlefield computing systems like the U.S. Army’s
new Artificial Intelligence Processor (AIP), introduced by Leonardo DRS. Fur-
thermore, the U.S. semiconductor industry is crucial for U.S. economic growth,
generating an export revenue of $52.7 billion in 2023'7° and projected to sup-
port over 2 million jobs by 2027. It is thus in the best interest of the United
States to sustain and secure its leading position within the global semiconductor
industry.

To curb the access of the U.S.’s strategic adversaries—China, Russia, North
Korea, Iran—to more advanced computing technology, the U.S. has levied ex-
port control regimes like the multilateral Wassenaar Arrangement and the Bu-
reau of Industry and Security’s (BIS) Entity List, while further moving to in-
vest in domestic fabricaiton policy measures, exemplified by the Biden admin-
istration’s CHIPS Act, to incetivize R&D and manufacturing of high-end chips
within the U.S. to decrease U.S. reliance on the international manufacturing of
semiconductors. China has similarly shifted its focus to its domestic production
capability, investing in fiscal strategies involving state-backed funds, subsidies,
and tax breaks (e.g., the National Circuit Industry Investment Fund) to drive
domestic innovation while simultaneously diminishing regulation and state over-
sight over semiconductor manufacturing, opting for greater private control and
liberalisation of the industry by domestic manufacturers.

Going forward, however, semiconductor trade between the U.S. and China
remains structurally interdependent. While the U.S. maintains dominance in
semiconductor design and intellectual property, low-margin assembly and com-
ponent manufacturing — crucially still taking place in China —supplies man-
ufacturing for more advanced electronics in countries like Mexico, Taiwan, and
Vietnam. Further, the fragmentation and regionalization of these markets will
serve to slow the diffusion of innovative technologies, forcing domestic firms to
invest either in new fabrication plants in the case of the U.S. or accelerated
R&D in China. Thus, to successfully decouple the U.S. semiconductor industry
from China’s will not only be a costly but also a difficult endeavor for either
nation to accomplish.

While the U.S. already maintains an impressive export regime, this paper
ultimately recommends that the U.S. revise its export policy on several fronts.
In the short term, the U.S. ought to invest in the Bureau of Industry and Se-
curity (BIS) to equip it with a non-static data-driven framework, such as a
modern analytics platform that integrates commercial registries, customs data,
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and shipping records into a single enforcement interface to more effectively en-
force export controls. Further, the U.S. must scale both domestic re-shoring and
strategic “friend-shoring” with trusted allies and partners; as Taiwan serves as
a principal chokepoint, wherein failure—natural disasters, infrastructure shut-
downs, or international conflicts—will undoubtedly lead to major consequences,
the U.S. must either formalize “trusted backend zones” and form multilateral
agreements with promising candidates for friend-shoring (e.g., Mexico, South-
east Asia), eliminate obstacles that hinder the consturction of fabrication plants
on U.S. soil through establishing regional semiconductor talent accelerators, or
do both at once. Lastly, this paper emphasizes the importance of avoiding
a zero-sum decoupling from global competitors, the result of which would ulti-
mately fragment pathways for innovation and global knowledge diffusion, insofar
as the U.S. is still able to maintain an asymmetric advantage in national security,
such as through solely restricting the export of technologies that would inter-
fere with U.S. technological superiority. The U.S. should thus pursue formalized
and operational export control alliances with allied states, such as Japan, South
Korea, the Netherlands, Taiwan, Germany, the UK, France, Canada, and Fin-
land, while interacting with the Global South as an active partner in technology
ecosystems as fledgling markets like Brazil, India, and Indonesia emerge. While
striking a balance between techno-isolationism and a compromised national se-
curity will be difficult, it is necessary to ensure a future in which technological
advancement, of which semiconductors play a vital role, is not hindered but
instead supported by the U.S.’s hegemonic status; the U.S. must pursue a long-
term export regime in which national interests are still defended, but through
which the entire world can prosper as a result.
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